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TEPMHHBI 1 OITPEAEJIEHUSI

B HacTosmleM JOKYyMEHTE WHCIONB3YIOTCH —ClIELYIOLIHE TEPMUHBl U HX
OIIpENeNICHHUS.

ABTOMATH3HPOBAHHAS CHCTEMAa — CHCTEMa, COCTOSIIAS U3 IIepcoHaja U
KOMIIIEKCa ~ CPEACTB  aBTOMAaTH3allMM  €ro  JIEeATeTbHOCTH, peanu3yroias
MH(QOPMAIHOHHYIO TEXHOJIOTUIO BEIIONHEHHUS YCTAHOBICHHBIX (byHKITHIA.

AyTeHTH(HUKALMS OTHPABHTEN AAHHBIX — IIOATBEPKIECHUE TOIO, YTO
OTIIPABUTEJb IOy YEHHBIX NAHHBIX COOTBETCTBYET 3asBIECHHOMY.

be3onacHOCTh NMEPCOHANBHBIX JAHHBIX — COCTOSHHE 3alUIIEHHOCTH
TICPCOHAIPHBIX ~ NAHHBIX, XapaKTePH3yeMOe CIIOCOGHOCTBIO  MOJIB30BATENeH,
TCXHUYCCKUX  CPEACTB W  HHQOPMAIIMOHHBIX  TEXHONOTUU  O0ecCleunTs
KOH(QHIECHIMAIBHOCTE, LEIOCTHOCTh U AOCTYITHOCTD II€PCOHAIBHBIX JAHHBIX MU
MX 00paboTKe B MH(GOPMALMOHHEIX CHCTEMAX IIePCOHAJIBHBIX TaHHEIX.

buomerpuyeckne nepcoHabHBIE JaHHBIE — CBEIEHMS, KOTOpEIE
XapaKTePU3yIOT PU3HOIOTHYECKHE 0COOCHHOCTH YeI0BeKa U HA OCHOBE KOTOPBIX
MOXHO yCTaHOBHUTB €TI0 JINYHOCTH, BKIIIOYas (oTorpaduy, OTHEYaTKH MalbIEs,
o0pas ceTYaTKd INa3a, OCOGEHHOCTHM CTPOEHHS Tena U JIPYIyIo IOTOOHYIO
“HpOPMAITHIO.

biokupoBaHHe NEpPCOHANBHBIX AAHHBIX — BPEMEHHOE IIpeKpalleHue
cbopa, CHCTeMaTH3aluW, HAKOILIEHHS, UCIIONIB30BAHUS, PACIIPOCTPaHEHHU,
IIEPCOHANBHEIX JAHHBIX, B TOM YUCIIE UX [IEPEadH.

Bupyc (komnbrorepHsbiIii, NPOrpaMMHBIii) — HUCIIOTHIEMBIN IPOrpaMMHEIN
KON WM HHTEPNPETHPYEMBIA HaOOp HHCTPYKIMH, OONamaroluil CBONCTBAMU
HECaHKIIMOHUPOBAHHOTO PaCIPOCTPAHEHHS M CaMOBOCIIpor3Benenns. Co3TaHHbIe
RyONUKaTEl KOMIIBIOTEPHOTO BHpYCa He BCer/a COBMANAIOT C OPHUTHHAIOM, HO
COXPaHSIOT CIIOCOOHOCTE K JanpHenmemy pacIpoCcTpaHeHHUIO U
CaMOBOCIIPOU3BEAECHHUIO.

| Bpenonocnasi mporpamma - mporpamma, NpeAHa3sHadyeHHas IS
OCYINECTBICHNSI HECAaHKIHOHMPOBAHHOIO MIOCTYIa W (WIH) BO3NEHCTBUS Ha
TICPCOHATIBHBIC NAaHHBIC MJIU PECYPCHI HH(OPMAIOHHOM CHCTEMBI TIEPCOHATBHBIX
I aHHBIX.

BenomorarenibHble TexHHYECKHEe CPENCTBA M CHCTEMBI — TEXHUYCCKHE
CPeNcTBa U CHCTEMBI, HE Npe/IHAa3HAYCHHBIE [UIs Iepefadd, 0OpabOTKH U XpaHEeHHS
NIePCOHANBHEIX  JAHHEIX, YCTaHaABIMBa€MbIE COBMECTHO C TEXHUYECKUMU
CPCACTBAMH M CHCTEMaMH, NPENHA3HAYEHHBIMH JUIL 06pabGOTKH MEePCOHANBHEIX
ASHHBIX WM B IIOMCIICHUAX, B KOTOPBIX YCTAHOBJICHBI HH(OPMAILMOHHBIE
CHUCTEMBI ITIEPCOHAIBHBIX JaHHEIX.

Hoctyn B omepaumoHHyro cpeay KoMIbloTeépa (HHpOpMANHOHHOI
CHCTEMBI NEPCOHATLHBIX NAHHBIX) — IIOMYYEHHE BO3MOXXHOCTU 3allycKa Ha
BEIIIONIHCHHUE INTATHEIX KOMaH[, (QYHKIMH, IPOLENyp ONepaIllMOHHON CHCTEMEI
(YHHYTOXCHHSI, KOIMPOBAHUS, MEPEMEILCHNST U T.IL), HCIONHsIEMBIX (haiinoB
IIPUKJIATHEIX IPOrPaMM.

Hoctyn k mHpopMamuum — BO3MOKHOCTE NOTyYeHusT MHGOpMaLUU U ee
HCIIOJIL30BaHUS.
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3aknanoynoe ycTpoiicTBo — 3MEMEHT CpeicTBa CheMa MH(OPMAIHH,
CKPBITHO BHEIPSIEMBIH (3aKiIajbIBaéMbIi WM BHOCHMEINA) B MECTa BO3MOYKHOIO
cheMa MH(bOPMALKH (B TOM YHUCIIE B OTPaKICHIE, KOHCTPYKLUIO, 000PYy/IOBaHHE,
TIPEIMETBI HHTEPBEPa, TPAHCIIOPTHBIC CPEJICTBA, a TAKKE B TEXHUYECKUE CPEJICTBA
M CHCTEMBI 00paboTKU HHGOpMALMK).

3amumaemas madopmanus — MHEGOPMAIS, SBISIFOMIASCS IIPEAMETOM
COOCTBEHHOCTH H IOMJIeKAllas 3allTe B COOTBETCTBUU C TpeOOBaHUAMU
TIPABOBBIX JOKYyMEHTOB WX TpeOOBaHUSMH, YCTaHaBIMBAEMBIMU COOCTBEHHUKOM
nHpOpMaLIHH.

HpenTudukanusa — IPUCBOCHHE CyOBEKTaM U OOLEKTAM JoCTyIa
MICHTU(UKATOpa U (WIM) CpaBHEHHE MPEIbSBISIEMOrO HIeHTH(UKATOpa ¢
TIEPEYHEM IIPUCBOCHHEIX UIEHTU(PUKATOPOB.

HupopmaTuBHBIH cHrHAaQ — 3JIEKTpUYECcKUe CHUTHAJIBI, aKyCTHUYECKUE,
SNIEKTPOMATHUTHEIE U IPyIHe (PU3HYEcKHe IIOJIs, [0 MapamMeTpam KOTOPBIX MOJKET
OBITb pPaCKpBITA KOH(HICHIMATbHAS HHDOPMALS (lepCOHaNBHEIE  IaHHEIE)
obpabareIBaeMast B HH(MOPMAIIOHHON CHCTEME IICPCOHAILHBIX JaHHEIX.

HnpopmanuoHHass cucTeMa NepCOHAJILHBIX AaHHBIX HCILOn) -
MHQODMAallMOHHAs ~ CHCTeMa,  NpPEeACTABIMomas  co6oii COBOKYITHOCTE
[ICPCOHANIBHBIX ~ NaHHBIX, COAEpXalluxcs B 0a3ze [JaHHBIX, a TakKe
MH(QOPMAIMOHHBIX TEXHONOTHMH W  TeXHHIECKUX CPEACTB, ITO3BOJIAIOIIUX
OCYIIECTBIATE OOpabOTKY TAKHMX MEPCOHANBHBIX IAHHBIX C HCIONB30BAHMEM
CPCACTB aBTOMAaTH3aLMU UK €3 UCIIONB30BAHMUS TaKUX CPELCTB.

Nudopmanuonnsie TexHoaorum — IIPOLIECCBI, METOABI IIOMCKa, cOopa,
XpaHeHusl, 00pabOTKH, IIpeJOCTaBICHNS, pacnpocTpaHeHuss HHGOpMalUd U
CIIOCOOBI OCYIIECTBIICHHUS TAKHX ITPOLIECCOB U METOIOB.

Hcnouab3oBaHne mNepcoHaNbHBIX JAHHBIX — JEHCTBHS (omepammu) ¢
ICPCOHATILHRIMY  TAHHBIMH, COBEpIIAEMBIE ONEPaTOPOM B LENAX [PHHATHS
PEIICHUH WM COBEpIICHUS. HWHBIX JelCTBH, IIOPOXIAIOIINX FOPUIHYECKUE
TOCTICNCTBYSA B OTHOUIEHUM CYOBEeKTa MEPCOHANBHBIX NAHHBIX MM APYIUX JIHII
160 UHBIM 06Pa30M 3aTPArWBAIOIIMX [IPaBa M CBOOOIEI CyOBbeKTa ImepcoHanbHbIX
JaHHBIX WIH JPYTUX JIULL.

Hcrounnk yrposel GesomacHocTH HHpopmManuu — CyOBEKT J0CTyIIa,
MATePHABHBIA  OOBEKT MM (DUBHUECKOE SBIICHUE, SIBIISIOLIHECS IPUYUHOMA
BOSHUKHOBEHHS YTPO3bI O€30I1aCHOCTH WH(POPMALIUH.

Konrposmpyemasi 30Ha — mpocTpaHCTBO (TeppUTOpHs, 3IaHUE, YacTh
3MaHVsl, TIOMELIEHNE), B KOTOPOM HCKIIFOYEHO HEKOHTPOJIMpPYyeMOe NpeObIBaHNUe
IIOCTOPOHHMX JIUIY, & TAKKE TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaTepHaIBHEIX
CPEICTB.

KongueHuHaIbHOCTL NEPCOHANBLHBLIX NaHHBIX — OOS3aTeIbHOE UL
COOJIFONEHMS OIEpPaTOpOM HIIA MHEIM ITOJTYYHBIIUM JIOCTYII K II€PCOHATILHLIM
JQHHBIM JIMIIOM TPeOOBaHWE HE JOIYCKAaTh UX PacHpOCTpaHEHHE 6e3 COMTACS
CyOBEKTa IIEPCOHATBHBIX JAHHBIX MM HATIYHST HHOTO 3aKOHHOTO OCHOBAHUL

MesxcereBoii  skpam —  JIOKAIBHOE (OIHOKOMIIOHEHTHOE) WM



(QYHKIMOHAIBHO-PACIIPE/IENIEHHOE  IPOrPaMMHOE (IporpaMMHO-armaparHoe)
CPEZICTBO (KOMILIEKC), PeausyIollee KOHTPOJIb 3a MHMOpMALHel, TOCTYIAoLIEl B
MH(QOPMALMOHHYIO CHCTEMy IIEPCOHAIBHBIX NAHHBIX H (VJIH) BBIXOISIIEH W3
MH(POPMAIIOHHOM CHUCTEMEI.

Hapymurean 0e30macHOCTH NepCOHANBHBIX AAHHBIX — (U3HUCCKOE
JIMIO, CIIy4aiiHO WM IIPEJHAMEPEHHO COBEpIIAIOINee NeHCTBUS, CIIEICTBUEM
KOTOPBIX SIBJIICTCA HAPyIIeHHe Oe30IacHOCTH IePCOHATBHBIX NAHHEIX ITIPH KX
00paboTKE TEXHHYECKMMH CpENCTBAMH B MHQOPMALIIOHHEIX ~ CHCTEMax
IIEPCOHAJIBHBIX JIAHHEIX.

HeaBromaTusupoBaHHasi 00paGoTKa NepPCOHAJBLHBIX JAHHBIX —
00paboTKa IIePCOHANBHBIX JAaHHBIX, CONEPYKAIIUXCS B HHPOPMALHOHHON CHCTEME
IICPCOHANBHBIX JaHHBIX JIMOO M3BIEYEHHBIX W3 TAaKOM CHCTEMBI, CUMTAETCS
OCYIIECTBIIEHHOM oe3 HCIIOTE30BaHUS CpPenCTB aBTOMaTH3aLUK
(HeaBTOMATH3MPOBAHHO), €CIIH TaKUe MEHCTBHS C [IEPCOHATBHBIMH JTaHHBIMU, KaK
HCIIONBE30BaHNE, YTOYHEHHE, PACHPOCTPAHEHME, YHUYTOXEHHE IIepPCOHANBHBIX
AGHHBIX B OTHOWIEHHH KaXIOr0 M3 CyOBEKTOB IIEPCOHANBHEIX JAHHBIX,
OCYIIECTBIIAIOTCS [IPU HETMOCPEACTBEHHOM YIACTHH YelIOBEKA.

Henexnapuposannele BO3MOKHOCTH — (DYHKIMOHAIBLHBIE BO3MOKHOCTH
CPCICTB BBIMUCIIUTEIIEHON TEXHUKH, HE OMMCAHHBIC WA HE COOTBETCTBYIOILIHE
ONMHUCAHHBIM B IOKYMEHTALMH, IPU HCIONB30BAHAM KOTOPHIX BO3MOYKHO
HapylleHHe  KOHQUIEHIMATBHOCTH,  JOCTYIHOCTH WU  IeJIOCTHOCTH
0OpabareIBaeMoit HH(pOpPMALHH.

HecaHKuuOHHPOBaHHBIH AoCTYN (HeCaHKUHOHHPOBAHHBIE JleliCTBHST) —
JOCTYTI K HHGOPMAIMY WM JeiiCTBUS ¢ HH(pOpMAaLyei, HapyIIaroIye MpaBuiia
PasTpaHUdeHns  JNOCTyla € HCIONB30BAHMEM  ILUTATHBIX  CPECTE,
TNPENOCTABNISAEMBIX HH(OPMAIMOHHBIMU CHCTEMAMH EPCOHATBHBIX TAHHBIX.

Hocurens nH(popmanmu — Gusmyeckoe 10 win MarepHasbHEIN 00BEKT,
B TOM YHCJIe (GU3HYECKOE I0JTe, B KOTOPOM HH(DOPMALIHS HAXOIHT CBOE OTpa’keHUE
B BHJ€ CHMBOIIOB, 00pa3’OB, CHIHA/NOB, TEXHHYECKHX DELICHHH U IIPOLIECCOB,
KOJIMYE€CTBEHHEIX XapaKTEPUCTHUK (DU3UUECKUX BEIHUMH.,

OGesnmynBanHe NEPCOHANLHBIX NAHHBIX — JeHCTBHS, B pesynsrare
KOTOPBIX HEBO3MOXKHO OIpENeTHTh IIPHHAIIEKHOCTD IIEPCOHANIBHBIX JaHHBIX
KOHKPETHOMY CyOBEKTY IIepCOHAIBHBIX JaHHBIX.

OGpaGoTka nepcoHaNbLHBIX JAHHBIX — JEHCTBHS (omepanuu) ¢
TNCPCOHALHEIMU - IAHHBIMH, BKJIFOYasi COOp, CHCTeMAaTH3aliio, HaKOIUIEHVe,
XpaHCHHE,  yTO4HeHHe  (OOHOBIEHHE,  HM3MEHEeHHe), UCIIOJIB30BaHUE,

pactpocTpaHeHHe (B TOM 4YHCIe Mepenayy), obe3muunBaHye, GIOKUPOBAHIE,
YHUYTOXKEHHE NIEPCOHATBHBIX JAHHBIX.

Ob6wenocTynHble mepcoHajJbHBIE NAaHHBIE — IIEPCOHANIBHBIE [aHHEIe,
AOCTYIl HEOIPaHWYEHHOIO Kpyra JIMI K KOTOPBEIM IPENOCTaBIEH C COMIACHS
CyObeKTa IepCOHANLHBIX MNAHHBIX WIM Ha KOTOPBIE B COOTBETCTBUU C
henepanbHBIME  3aKOHAMH He pPacIpOCTPAHSETCS TpebOBaHUE COOIIONEHHUS
KOH(DUICHIIHATBEHOCTH.



Onepatop (mepcoHaJBHBIX JAaHHBIX) — TOCYJAPCTBEHHBIA OpraH,
MYHULMIIAIBHEIA OpraH, FOpUandecKoe Wik GU3NIECcKoe JIUI0, OPraHu3yIollee 1
(wm) ocywecTBisromiee  00pabOTKy MEPCOHATIBHBIX JAHHBIX, & TaKKe
OIIPEAEILIOIINE LIETIH U coliepKaHre 00paboTKU MepCOHABHBIX JaHHBIX.

Texnu4yeckne cpencrBa HHGOPMANHOHHON CHCTEMBbI MEPCOHAJIbLHBIX
AQHHBIX  —  CPENCTBA  BBEIYUCIMUTEIBHOW  TEXHUKM, HHGOPMAUOHHO-
BBIYUC/TUTEIPHBIC KOMIUIEKCE U CETH, CPENCTBA U CUCTEMBI Ilepefady, npruemMa u
obpaborku IIJIH (cpemctBa ¥ CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJIEHMS,
3BYKOBOCIIPOM3BE/ICHNUS], IICPETOBOPHEIE M TEJIEBU3UOHHBIE YCTPOMCTBA, CPEACTRA
U3TOTOBJICHUS], TUPKUPOBAHMs TOKYMEHTOB M JAPYIME€ TEXHUYECKHUE CpPEICTBa
00paboTKu pedeBol, rpadHdeckol, BiIeo 1 OyKBEHHO-LU(ppoBOK HHGOPMALHK),
POrpaMMHEIE CPENICTBA (ONEPaLUOHHbIE CUCTEMBI, CHCTEMEI YIIpaBIIeHNs 6a3aMu
JaHHBIX M TIL), CpeAcTBa 3alUTHl HHPOPMAIMM, IPUMEHSEMBIE B
MH()OPMAITMOHHBIX CHCTEMAX.

IlepexBar (uHpopManuu) — HENpaBOMEPHOE MOJydYeHHe UHGOPMALHUU C
UCIIONB30BAHUEM TEXHUYECKOIO CpPENCTBA, OCYIIECTBILIIOLIEr0 OOHapyKeHue,
npueM 1 06paboTKy UHGOPMATHBHEIX CUTHAJIOB.

IlepconasibHble  JgaHHbIe — Jr00as WHGOpPMAlMs, OTHOCSIIASACS K
OIPENECTICHHOMY WM ONpENeNIIeMOMy Ha OCHOBaHMM Takod MH(pOpMaLUH
(usnyeckoMy mmIy (CYyOBEKTy IEpPCOHANBHLIX HAaHHBEIX), B TOM YHCIE €ro
(amuTHs, IMS, OTIECTBO, TOX, MECSIL, IaTa ¥ MECTO POXKIEHHUS, afpec, CeMeHoe,
CoMaNbHOe, UMYIIECTBEHHOE IIOJIOXKEeHUE, 00pa3oBaHue, Mpodeccus, MOXOIEL,
Ipyras nHQOpMaIus.

IToGo4yHpIe  3JIEKTPOMATHHTHBIE  M3Jy4YeHHMss H  HABOAKH  —
3JICKTPOMArHUTHBIE H3JIyYEHHs] TEXHUYECKHX CPENCTB 00pabOTKH 3allUIIaeMoil
MHQOpMAalMy, BO3HHKAIOUIME Kak I[000YHOE SBIEHHE U  BbLI3BAHHBIE
BNEKTPUYECKUMHU CUTHAIaMM, JEHCTBYIOIIUMY B UX DJIEKTPUYECKUX U MarHUTHBIX
LIEIIX, @ TAKXKE SJICKTPOMArHUTHEIE HABOAKU 3TUX CUTHAJIOB HA TOKOIPOBOIAILUE
JIMHWY, KOHCTPYKLUU U IEH ITUTAHKS.

IloaTHKA  «YHMCTOrO  CTOJA» —  KOMIUIEKC  OPraHH3aIlMOHHBIX
MEPOIPHUATHH, KOHTPOJIMPYIOIIMX OTCYTCTBHE 3aIUCHIBAHUS Ha OyMajkKHBIE
HOCUTENN KIoUYed ¥ arpuOyToB AocTyna (maposiell) W XpaHeHus uX BONHU3M
00BEKTOB TOCTYIIA.

ITonb3oBaTens MHGOPMALMOHHON CHCTEMBI NEPCOHAJBLHBIX JAHHBIX —
JMIO, Y4YacTByromlee B (QYyHKIMOHUPOBAHUHM WHGOPMALMOHHON CHUCTEMEI
IIEPCOHAJIBHBIX NAHHBIX HIIH UCIIONB3YIOIIEE PE3yIbTaThl €€ QyHKIMOHUPOBAHMUS.

IlpaBuia  pasrpaHdveHHMst JOCTyma —  COBOKYIIHOCTH  IIPaBHI,
PENIaMEHTHUPYIOIIHX TPaBa JOCTyIa CyObEeKTOB JIOCTyIa K 00hEeKTaM JOCTyIIa.

ITporpammHas 3aKJIaAKa — KOJ IIPOrPaMMBI, IPEIHAMEPEHHO BHECEHHbIH B
IPOrpaMMy C LENBIO OCYIIECTBUTE YTEUKY, U3MEHUTH, OIIOKUPOBATh, YHHYTOKUTE
MH(OOPMAIMIO MM YHHYTOXKUTE U MOAUGUIMPOBATH NPOrPaMMHOE 00ecIIeueH e
MH(QOPMAIMOHHOH CHCTEMEl IEPCOHANBHBIX [aHHBIX W (WIH) OGIOKHpPOBATE
annapaTHbIE CPECTBA.



IIporpammuoe  (mporpaMmHO-MaTeMaTHuYecKoe)  BO3gelcTBHE  —
HCCaHKIIMOHMPOBAHHOE  BO3NEWCTBHE HAa  PECYypChl  aBTOMATH3MPOBAHHOI
MH(QOPMALIOHHOH CHCTEMEI, OCYIIECTBIIEMOE C UCTIONB30BAHMEM BDEIOHOCHBIX
IIPOTpaMM.

PacKpriTHEe NePCOHANBHBIX JAHHBIX — YMBIIUIEHHOE WIH CIIyYaifHoe
HapylIeHre KOHQUACHIIMANPHOCTH IIEPCOHATBHEIX JaHHBIX.

PacnipocTpanenne mepcoHaJbHBIX JaHHBIX — IelCTBUS, HallpaBJICHHBIE
Ha Tepefiady TEepCOHANBHBIX NaHHBIX ONpeleNeHHOMYy Kpyry aui (mepenada
IEPCOHANBHBIX NaHHBIX) WM HAa O3HAKOMJIEHHE C IIEPCOHATBHBIMA JAaHHBIMU
HCOTPaHMYCHHOIO Kpyra JHI, B TOM 4HCIEe OGHAPOAOBAHUE IIEPCOHAIBHBIX
JaHHEIX B CPEACTBaX MAacCoBOW MH(OpMAIMM, pasMellieHue B MH(POPMALMOHHO-
TCICKOMMYHUKAIMOHHBIX CETSX WA MPeNOCTaBIeHHE AOCTYNA K IepCOHANBHBIM
HOaHHBIM KaKAM-TTHOO UHEIM CIIOCOOOM.

Pecypc wuHpopmanmonHod cucTeMBI — UMEHOBAHHBIH  SIEMEHT
CHCTEMHOTO, MPHUKJIALHOTO HIH aNTapaTHOIO 06ecHeYeHus }yHKIHOHUPOBAHHS
WH()OPMaITHOHHOM CHCTEMBL.

CrneunajibHble KATErOpHH NEePCOHAJIBHBLIX JAHHBIX — IIepCOHAJBHEIE
AaHHBIC, KaCarOIUeCs: pPaCOBOM, HAMOHAIBHON MPUHANIEKHOCTH, TOJUTUIECKIX
B3TIIANOB, PEUIHOSHEIX HITH (QHIOCOPCKUX YOXKICHUMN, COCTOSHHS 310pOBBI U
UHTUMHOH JXU3HU CyObeKTa IIepCOHANBHBIX JaHHbIX.

Cpeacrsa BBIMHCIHTENLHON TEXHHKH — COBOKYIIHOCTD IIPOrPaMMHBIX 1
TCXHUMYECKUX ~ OJIEMEHTOB  CHUCTEM  OOpabOTKM  JaHHBIX,  CIOCOGHBIX
(DyHKIMOHUPOBATH CAMOCTOATENIHHO HJIH B COCTABE JPYTUX CUCTEM.

CybbexT moctyma (cy0bexT) — JHIO WK IIpoLieCe, HEHCTBHSI KOTOPOIo
PCITIAMEHTUPYIOTCS IIPaBUIAMU Pa3rpaHUYCHUs! JOCTYIIA.

Texnnyeckuil kaHan yreuxn undopmanum — COBOKYITHOCTH HOCHUTEJIS
uHbOpManmK  (cpencTBa  0GpaboTKM), (H3MUEcKoit Cpensl  paclpoCTpaHeHus
MH(QOPMAaTUBHOTO CHIHAA M CPEJICTB, KOTOPBIMU JIOOBIBAETCS 3allUIaeMast
UH(pOPMAITHSL.

Tpancrpanmunasi mepeadya NepCOHANLHBIX JAHHBIX — nepenaya
[ICPCOHATBHBIX ~ J@HHBIX ~ OMEpPaTopoM depe3 IlocymapcTBeHHyr0 —rpaHmiry
Poccuiickoii ~ Qepepanuu  opraHy  BIACTH  HHOCTpaHHOIO roCynapcTBa,
bH3HYECKOMY HITH IOPHIMYECKOMY JHILY MHOCTPAHHOTO rocyIapcTsa.

Yrposnl 6e30nacHOCTH MepCOHATBHBIX JAHHBIX — COBOKYITHOCTE YCIIOBHI
¥ (haKTOpOB, CO3NAOIIMX OMNACHOCTE HECAaHKIIMOHUPOBAHHOTO, B TOM YHCIIE
CIIy4aiHOTO, OCTyNa K MePCOHANBHEIM IaHHBIM, PE3YJIETATOM KOTOPOT'O MOJKET
CTaTh YHUITOXCHNE, U3MCHEHHUE, OJIOKMPOBAHUE, KOIIUPOBAHHUE, PACTIPOCTPAHEHHE
TICPCOHATILHBIX JaHHBIX, 8 TAKKE MHBIX HECAHKIIMOHMPOBAHHBIX JeHCTBUIA IIPH X
00paboTKe B MH(YOPMALIOHHOMN CHCTEMe IePCOHATLHBIX TAHHDIX.

YHUYTOXKEHHE NepCOHANBLHBIX JAHHBIX — JNEUCTBUA, B pe3yjkTare
KOTOPBIX HEBOSMOXHO BOCCTaHOBHUTEL COIEP)KAHHE IEPCOHANBHBIX JAHHEIX B
MH(QOPMAIMOHHON CHCTEME IepCOHAIBHBIX NAHHBIX WA B pesynsrare KOTOpBIX
YHUYTOXAFOTCS MaTe€pUasbHEIE HOCUTENHN IIEPCOHAIBHEIX JaHHbIX.



YTeuka (3ammmaemoii) HHQOPMAIMH 10 TeXHHYECKHM KaHaiaM —
HECKOHTPOIMPYEMO€ PaCpOCTpaHeHHe MHPOPMAIMH OT HOCUTENS 3allUIIAeMOi
MHQOpMAIK  depe3  (DH3HYECKYIO Cpeoy O TEXHHYECKOIO CpEICTBa,
OCYIIECTBIIFOIICTO IIepeXBaT HHPOPMALIKH.

Yupexaenne — yupexeHust 30paBOOXpaHeHuUs, COUATbHOIN cdepsl, Tpyna
1 3aHSATOCTH.

YSI3BUMOCTbL — Ca00CTh B CpPENCTBAX 3AllIUTEL KOTOPYIO MOJYKHO
VCIIOJIE30BATh V1T HAPYIICHHSA CHCTEMBI IIH CONEpIKalleiics B Helt HH(pOpMAaIHHL.

HenocTHocTs WHpOPMAaNUH — CHOCOOHOCTE CPEICTBA BBIYMCIIUTEILHON
TCXHUKA WIA aBTOMAaTU3WPOBAHHOM CHUCTEMBI OOECIIEUMBATh HEH3MEHHOCTD
MHQOPMAIMKM B YCIOBHSX CIyYaifHOTO W/MiIH IIPETHAMEPEHHOIO HMCKaKEHUS

(paspyreHus).



COKPAIIEHUS 1 OBO3HAYEHU S

ABC — aHTUBUpYCHBIE CpeICTBa

APM — aBTOMaTH3MpOBaHHOE paboyee MECTO

BTCC — BcrioMoraresbHbIe TEXHIYECKHE CPENCTBA M CHCTEMEL
WCIIT/Ia — nHGOpManioHHAsI CHCTEMA IIEPCOHAIBHBIX TAHHBIX
K3 — xoHTpONmpyemas 30na

JIBC — noxasnbHast BEIYHCITUTEILHAS CETh

MD — mexcereBoit sKkpaH

HCJI — HeCaHKIIMOHUPOBAHHEIH JOCTYII

OC — onepanyonHas cxcrema

ITJ1H — nepcoHaIbHEIE NaHHbIE

IIMB — nnporpaMMHO-MareMaTH4ecKoe BO3IeHCTRIE

I1O — nporpammMHoOe obecneueHne

[ISMHH — no6o4HBIe 3/IeKTPOMATHATHEIE H3ITyYeHHS X HABOIKH
CA3 — cucrema aHannsa 3aUIeHHOCTH

C3U — cpexcTBa 3amuts HHGOPMALUK

C3IT11 — cucrema (moacucTeMa) 3aIIUTE] IIEPCOHAIBHBIX JaHHBIX
COB - cucTema oGHapyXeHHs BTOPKEHUH

TKY U — Texnmdeckyie KaHaIbI YTEYKH HHPOPMALIIH

YBII/TH — yrpo3bl 6€30macHOCTH IIEPCOHATBHBIX JAHHBIX
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BBEJEHUE

Hacrosimas Konuenmwst UH(POPMaLIMOHHOMH Oe3omacHOCTH
MHQOPMAIOHHEIX ~ CHUCTEM  II€PCOHANBHBIX  JAHHBIX paspaborana HY3
«OtneneHueckas GonbHMIA Ha crammuu MBasoso OAQ «PXIl» u ssiagercs
obULUANEHEIM JOKYMEHTOM, B KOTOPOM OIIpEleleHa CHCTeMa B3MNISIOB Ha
obecriedeHre HHPOPMAIMOHHO 6e30MacHOCTH Yupexnenus.

Heobxonumocts paspaborkn Komuemmm o6yciosnena CTPEMUTENBHBIM
pacmupenreM coepbl MPUMEHEHNs HOBEHINX MH(POPMALHOHHEIX TeXHONOIHH 1
npoueccoB B HY3  «Otnenenveckas GompHunA Ha crammuu Weamoso OAQ
«PXK», pu 06paboTke HHGOPMALWY, i IEPCOHATBHBIX JAHHBIX B YACTHOCTH.

Hacrosmas KoHnenius ompenenser ocHOBHBIE Iied u 3ala4y, a TakxKe
OOLIYI0 CTPAaTerHIO MOCTPOEHMS CHCTEMBI 3aIlHThI IIEPCOHAIBHBIX JaHHBIX
(C3[10n) HY3 «Otnenenveckas GonbHANA Ha cTagmmy MBanoso OAO «PXI».
KoHuernims omnpenenser ocHOBHEIE TpeGOBaHHS M 6a30BEIE IIOAXOABI K HX
peantusanuy, A JOCTIKEHU TpeOyeMOoro ypoBHs 6e30acHOCTH HH(MOPMALIHH.

Konnennus paspaGoTaHa B COOTBETCTBHH C CHCTEMHLIM IIOOXOIOM K
obecrieueHuio  MHGOPMANUOHHON  GesomacHoCTH.  CHCTEMHEL IIOJIXOJT
[IpEAIIoIaraeT  IMPOBENCHHME  KOMIUIEKCA  MEPONpPHUSATHH,  BKIIIOYAIOLIUX
HCCIIEI0BaHUE YIpO3 HH(QOPMAIIMOHHON 0e30MacCHOCTH U pa3paboTKy CHCTEMEI
samuTel  IIJ[H, ¢ TMO3WIMM KOMIUIEKCHOTO IIPHMEHEHHUS TEeXHHYECKHX K
OpPTraHU3aIMOHHBIX MEP U CPENCTB 3aIIUTEL

Ion mudopmarmonHol GesomacHocThio I1JIH moHMMaeTCs 3aIUIIEHHOCTD
[IEPCOHANBHBIX NAHHBIX U OOpabaTbiBalomiell X HHOPACTPYKTYpe OT JOBBIX
CIly4aHHBIX WIH 3JIOHAMEPEHHEIX BO3NEHCTBHH, pe3yIETATOM KOTOPBIX MOKET
SABUTBCS. HaHECEHHe yuiepba camoii MHGOpMaLUM, ee BIajelblaM (cyOBekTam
II1s) uny uapacTpykType. 3anadu HEGOPMALKOHHON 6e30IaCHOCTH CBOISTCS K
MHUHUMH3alUK yIepba OT BO3MOXHON pealusaliuy yrpo3 Ge30MacHOCTEH I1H, a
TaKke K MPOTHO3MPOBAHUIO U IIPENOTBPAIIEHHIO TAKUX BO3IEHCTBUL.

Konnenius CIYXXMUT  OCHOBOM  JuII  pa3paboTKH  KoMILIeKca
OPTAHU3ANNOHHBIX M TEXHHYECKHX Mep IO OOeCIeYeHUI0 HH(POPMALMOHHOMN
OezomacHocty HY3  «Otnenenyeckas OonpHUIIA Ha craHmuu Meanoso OAQO
«PX]», a Takoke HOPMATHBHEIX ¥ METOMMIECKUX JMOKyMEHTOB, 00€CIIeYrBAIOIINX
©C pealMsalliio, M HE INpPENNojaraeT IOAMEHBl (YHKUMH TIoCYIapCTBEHHEIX
OpraHoB BIacTH Poccuiickoit @enepamuy, OTBEYAOMUX 33 OBECHEYCHIE
0e30acHOCTH HHGOPMAITHOHHEIX TEXHOIOTHIL 1 3allUTy HHPOPMALUH.

KoHIenus sBIsIeTcs: METONONIOTIECKON OCHOBOMH IS

(hOPMHPOBaHHUS ¥ MPOBENEHHS CIUHON MOTUTHKA B O6IACTH obecriedenus
6esonacHoctu I1/IH B NCIITa HY3 «Otnenenyeckas OONBHUIIA HA CTAHILIMU
HBanoso OAO «PXI»;

IIPUHATAS YIPaBICHICCKUX PEIICHHH U pa3paboTKH MPaKTHYECKHX Mep I10
BOIUIOIICHHUIO ~ MOMMTHKKM ~OesomacHoctd IIJ[H u  BBIpaGOTKM  KoMILlexca
COINIACOBaHHEIX Mep HOPMAaTHBHO-IIPAaBOBOIO, TEXHOJIOTHYECKOTO U
OPTaHU3aNMOHHO-TEXHUYECKOTO  XapaKTepa, HAaNpaBICHHBIX Ha BBIIBICHMUE,
OTPKCHHE U JIMKBUNALUIO IOCIEACTBUN pealu3ali pa3IMdHBIX BUIOB yIpo3

IT)Tn;
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KOOpAVHAIMKA  NEATCIbHOCTH  CTPYKTYpPHBIX  IoApasfeneHuii HY3
«Otnenenyeckas GonpHULA Ha cranmuy Meanoro OAQ «P)K]I» mpu nposeneHuu
pabor mo pasutHIO M skcmmyatamuu WCIJIH c cobOmoneHneM TpeboBaHUi
obecneuenus 6esomacuoctu I1]];

Pa3pabOTKM  MHpPENNOXEHHH 10  COBEPLICHCTBOBAHMIO IIPaBOBOTO,
HOPMAaTHBHOrO, ~ METOIMYECKOIO,  TEXHMYECKOT0O W  OPraHU3alMOHHOIO
obecneuenus 6e30MacHoOCTH ITTa B HY3 «Otnenendeckast 6onpuuna Ha CTaHLIAU
HBaroBo OAO «PXII».

Ob6nacte npumenenns Konuenmu PacIpoOCTpaHsAETCs] HA BCE OTHEIICHUS U
CTPYKTypHBIC mompasiaeneHus HY3  «Otnenenveckas 6GoibHMIA Ha CTaHIINU
UpanoBo OAO «PX]I», 3KCIUTyaTHpyrOIiMe TEeXHUYCCKHE U IIPOrpaMMHEIE
cpenctea UCII/IH, B KOTOpEIX oCymecTBiseTcs aBTOMAaTH3MPOBaHHasl 06paboTka
IITa, a Takke Ha mompasmeNeHus, OCYIIECTBIIAIOIINE COMPOBOXKICHHUE,
obciyxxuBaHKe U 06ecIedeHre HOpMaIbLHOIO ysxnnonuposanus MCITTx.

IlpaBoBoli 0asoif mnst paspaGoTKM HacTOSIIEH Konnennuu ciyxar
TpeboBaHUs JeHCTBYIOmMMX B PoccuM 3aKOHONATENBHBIX U HOPMAaTHUBHEIX
AOKYMEHTOB I10 00€CIIeYeHHIO GE30IIaCHOCTH MePCOHANBHBIX JAHHbIX (I10n):

Koncrurymust ~ Poccuiickoi OQenepatun  (IPUHATA  BCEHAPOIHBIM
ronocoBanueM 12.12.1993 roxa);

DenepanbHeIif 3aK0H ot 27 urons 2006 roga Ne 152-073 «O IIEPCOHATBHBIX
JaHHBIX»;

DenepanbHbIi 3ax0H ot 27 mons 2006 roxa Ne 149-d73 «O6 HH(pOopMaIuy,
MH(OPMAIHOHHEIX TEXHOJOTHSX U O 3aI[ATe HHpOpPMALIHN;

Yka3 [pesunenta PO or 06.03.1997 roga Ne 188 «O6 YTBEPXKICHUH
IIePeHHs CBENCHUH KOHQUIECHIMANBHOTO XapaKTepay,

- Tpynosoit xonexc Poccuiickoi Denepanuu, ot 30 nexabps 2001 roga Ne
197-®3 (mpunusar [T ®C PD 21.12.2001 roaa);

I'paxxnanckwuit komexc Poccuitckoit Denepanuy (4acThb epBas) ot
30.11.1994 rona Ne 51-®3 (mpuust I'J] ®C PD 21.10.1994 roga);

OcHoBBI 3axkoHOmaTenscTBa Poccuiickoii Qenepanuy 06 oxpaHe 3T0pOBbS
rpaxiad (yreepxxaenst BC PO 22.07.1993 roga Ne 5487-1);

Ilonoxxenne o0 MeTomax u  cmocobax 3allMTEl  MHQOpMalWu B
MH()OPMAITMOHHBIX CUCTEMAX IIepPCOHANBHBIX JAHHBIX», YTBEPKACHHOE MPUKA30M
aupekropa @CTIK ot 05.02.2010 roga Ne 58.
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I. OIIHME ITOJIOKEHUA

Hacrosias KoHrenmus ompenenseT OCHOBHBIE eI W 3a1add, a TaKyKe
OOIIYI0 CTPAaTerwi0 IOCTPOEHUS CHUCTEMBI 3aIlUTHI IIEPCOHATIBHBIX JTaHHBIX
(C3I1dn) HY3 «Otnenendeckas 6onpuuma Ha cTanmua Uearoso OAQ «PX», B
coorBeTcTBUU ¢ Ilepeunem MUCII[H. Konnemmus OIIpEeNENsIET OCHOBHBIE
TpeGoBaHus 1 6a30BbIe IIOAXONBI K UX PEaTH3alliy, IS J10CTHKEHUS Tpebyemoro
YpOBH: 6€30I1aCHOCTH HH(OPMAIIHH.

CucTeMa  3aMTBI  IIEPCOHANBHBIX  NAHHEIX — IIPEJACTAaBAfeT  COBOIL
COBOKYIIHOCTP OPTaHM3al[MOHHBIX M TEXHMYECKUX MEPONPHATHH Ul 3alldThl
II/ITH OT HempaBOMEpPHOrO WM CIy4YaifHOTo JOCTyIla K HUM, YHHUYTOXKEHUS,
M3MEHEHHS, OJIOKMPOBAHKS, KOIIUPOBAHHS, PACTIPOCTPAHEHHS [I1H, a Tak)Ke MHBIX
HETIPaBOMEPHEIX AEHUCTBUI C HUMU.

BesomacHOCTE HepCOHaNBHEIX NAaHHBIX JOCTHIASTCSI IIyTeM UCKIFOUYEHUs
HECAHKIMOHMPOBAHHOIO, B TOM YHCIE CIy4alHOTO, JOCTYNa K IEPCOHAILHBIM
AQHHBIM, DE3yJIBTaTOM KOTOPOTO MOXET CTaTh YHHUYTOXEHHE, H3MEHEHUE,
OJT0KHMpOBaHUE, KOIUPOBAHNUE, PACTIPOCTPAHEHHE IIEPCOHAJIBHBIX JaHHEIX, 4 TAKXKe
HMHBIX HECAHKIIMOHUPOBAHHBIX NEHCTBUN.

CrpykTypa, coctas u ocHosHEIe GyHKun C3I[IIH OIIPENENSAIOTCS UCXOIA U3
Kacca HHQOPMAIMOHHOM CHCTEMBI HePCOHANBHBIX NAHHEIX. C3IIdH BkmrOYaer
OpTaHH3alMOHHbIC MEPBI M TEXHHYECKUE CPENCTBA 3allUThl HHpOpMaIMK (B TOM
qucie A (QPOBATLHEIE (xpunrorpadpuyeckue) CpeAcCTBa, cpencTna
IPCAOTBPaleHUs] HECAHKIHOHMPOBAHHOTO JNOCTYIA, YTEYKH HH(OPMALMU 0
TEXHUYCCKUM KaHajaM, MPOrpaMMHO-TEXHUYECKUX BO3AECHCTBUIN HA TeXHHYECKUE
cpenctBa 06paborku IT/IH), a TakKe UCHOTB3yeMEIE B MHGPOPMAIIMOHHOM cHcTeMe
WH(OPMAaIOHHEIE TEXHOIOTHH.

JlaHHEIE MEPONIPHUSITHS JOIKHBI 06eCIIEYNBATD:

KOH(QHUIEHUHATBLHOCTL HHMOPMALKH (3aIUTa OT HECaHKLIMOHUPOBAHHOIO
O3HAKOMIJICHUS);

HEJIOCTHOCTh MHMOpPMaluu  (aKTyalbHOCTH W HENIPOTUBOPEYUBOCTD
MHOPMAlMK, €€ 3allUIIEHHOCTh OT paspyLIeHHs § HECAHKIIMOHUPOBAHHOIO
U3MEHEHU ),

ROCTYNHOCTE MHbOpMauuu (BO3MOXHOCTB 32  IpHEMIIEMOe BpeMsI

Oy 9UTh TpeOyeMyro HHDOPMALHOHHYIO YCIYTY).

Cranuu cosnanus CHCTEMBI 3aIMTEI IEPCOHAILHEIX NAHHBIX BKIIOYAIOT:

[IPEANIPOCKTHAA CTa[us, BKIIOYAIOINAs IIPEANPOEKTHOE 06CIeNoBaHMe
HUCII/H, paspaboTKy TeXHHYEeCKOro (4acTHOro TEXHHYECKOI0) 3aJaHus Ha ee
CO3/IaHWE;

CTa[usl MPOEKTUPOBaHUs (Pa3pabOTKU MIPOEKTOB) U pealH3alliy NCI1H,
BKIO4aromas paspaborky C3I1Ju B coctae UCIT/IH;

cTanus BBoAa B AeticrBue C3II/IH, BKmMOYaromas ONBITHYIO SKCILTyaTALHIO
1 IPHEMO-CIaTOYHbIC UCTIBITAHMUS CPELICTB 3alMTEl MHOOPMALMK, & TaKKe OLEHKY
coorsercTBust VICIT/(H Tpe6GoBanmsam Ge30nacHoOCTH HH(BOPMALIHH.
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OpraHusanuoHHble Mepsl NPEeIyCMAaTPUBAIOT CO3NAHHWE H IIOICpKAHHE
npaBoBoi 0as3el GesomacHoctu IIJ[H W paspaGoTKy (BBeHeHHE B IeHCTBUE)
NpenyCMOTpeHHEIX  Ilomutukod wmHpOpManuoHHONH 6GeszomacHoctn VICIT/Iu
CIEAYIOMUX OPTaHU3a[HOHHO-PACIIOPSIAUTENBHBIX JOKYMEHTOB!

Ilnan MeponpusaTuit mo oGecnedenuio samutel IIJIH mpu ux o0paboTke B
NCIIx;

I1nas MeponpuATHii IO KOHTPOIIO 0Gecedenus 3auuTsl [1J1H;

Ilopsinok pesepBUpOBaHMsS U BOCCTaHOBIEHHS paGoTocmocobHocty TC
10, 6a3 gaunueix u C3;

HomxHocTHas nHcTpyKuus agvmunuctparopa MCII/IH B yacTu obecedeHus
6esonmacnoctu ITJIH npu ux o6paborke B ICIT/Ik;

JOIKHOCTHAS MHCTPYKLKS aIMUHICTPATOPa 6E30aCHOCTH NCI1H;

HomxHocTHas mHCTPYKIus nomb3oBarens VCII/(H B 4acTy obecredenus
6esonacnoctu ITJIH mpu ux o6padorke B ICIT/Tx;

VHCTpYKIMSA Ha CllydYail BOSHMKHOBEHHUS BHEIITATHOMN CUTyalluH,

PexoMeHnanuy 10 HCIIONB30BaHUIO IPOrPAMMHEIX H annapaTHBIX CPELCTB
3allUTEl HH)OPMALIHUH.

Texuuveckue Mephl 3aLIUTE PeaNTH3yIOTCS IIPH TIOMOILX COOTBETCTBYIOIINX
IIPOrPaMMHO-TEXHUYECKUX CPENCTB ¥ METONOB 3AIKTEI.

Ilepeyens HEOOXOAMMBIX Mep 3alUTHI HH(OPMALlUU OINpeneseTcs IIo
pesylbTaraM  BHYTPEHHeH  npoBepku  OesomacHoct  WCIIJw  HVY3
«Otnenenveckas 6onbHUIA Ha cTannuyd UBanoso OAQ «PX]T».
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IL. 3AJAYHU CPEJICTB 3AIIUTHI HEPCOHAJBHBIX TAHHBIX

OCHOBHOM ILIENBIO CpPEICTB 3aIUTHl INEPCOHANBHBIX MAHHBIX SBISETCS
MUHUMH3AIMs  ymepda OT BO3MOXKHOM peal3alid yYIrpo3 0Oe30IMacHOCTH
IIEPCOHANIBHBIX TaHHBIX.

JULst mocTKeHMs OCHOBHOM Iienu cuctema 6GesomacHoctd I1/(a UCIIu
ROJDKHA 00ecreqnBaTh 3O GEKTHBHOE pelleHne CIeLyIONIX 3a1a4:

38Ty OT BMEWIATEeNbCTBA B Ipouecc ¢yHknuonuposanus MWCIIH
MOCTOPOHHHX JIUL (BO3MOXXHOCTH MCIonb3oBaHus AC U JOCTYH K ee pecypcaM
AOJDKHBI MIMETB  TOJNBKO 3apeTHCTPHPOBAHHEIE YCTAHOBIEHHBIM  IOPAIKOM
I10JIb30BATENH ),

pasTpaHUYEHUE  JOCTyNa  3aperUCTPUPOBAHHEIX  IIONB30BaTelell K
allllapaTHBIM, — IPOrPaMMHBIM M HHGOpPMAaLMOHHBEIM pecypcam  MCIIJIn
(BOBMOXKHOCTE JOCTyIIAa TOJNBKO K Te€M DECypcaM H BBITIONHEHHS TONBKO TeX
OT€palliii ¢ HUMH, KOTOPBIE HEOOXOMMMBI KOHKPETHBIM Moib3oBaTestsiM VCIT In
AN BBINONHEHHA CBOMX CIY)KeOHBIX OOS3aHHOCTEH), TO €CTh 3alUTy OT
HECaHKIIMOHUPOBAHHOTO JOCTYIIA:

K HH(OpMaIHH, TUpKyaupyromeil 8 UCIT]Ix;

CpeAcTBaM BhrYMCauTENbHON TexHuku UCITH;

alrapaTHeIM, INPOTPAMMHBIM U KPUNTOIpaQUYECKHM CpeCTBaM 3allUThl,
ucnojs3yembiM B UCIT Tx;

PETUCTpalLlUIO NeHCTBHUH II0JIB30BaTeNel [IPY UCIIOIB30BAHUH 3alUIAEMbIX
pecypcos HMCII[TH B CHCTEMHBIX >KypHAIaX U IIePUOTUYECKHU KOHTPOJIb
KOPPEKTHOCTH NEHCTBHII IIOJb30BATENeH CHCTEMBI IIyTEM aHAlM3a COLEPKHMOTO
3TUX XypPHAJIOB;

KOHTPOJIb IIEJIOCTHOCTH (0OecredeHne HeM3MEHHOCTH) CPENbl HCIIONHEHMS
IPOrpaMM U €€ BOCCTaHOBIIEHHUE B CIIyYae HaPyIIEHNUS;

3aIIUTY OT HECAaHKIMOHUPOBAHHON MOIU(DUKAIIUKN U KOHTPOJIb 1[eJI0CTHOCTH
ucrons3yeMelx B MICIT/[H mporpaMMHBIX CPEICTB, & Takke 3allUTy CHCTEMBI OT
BHEAPEHUS HECAHKIIMOHUPOBAHHEIX IIPOIPAMM;

3amuTy IIJ[H OT yTeuku Mo TEXHHYECKMM KaHalaM IIpU ee obOpaboTtke,
XpaHeHHH H Iepenade 1o KaHamaM CBSI3H;

samury IIJIH, XpaHuMoi#, o6pabaTsiBaeMOll U IlepenaBaeMoOi 0 KaHaTaM
CBSI3U, OT HECAHKLIMOHUPOBAHHOIO Pa3IIAIICHHUS WK HCKAKESHUS,

O0eCleueHre  JKMBYYeCTH  KPHUNTOrpadHuecKux CPEACTB  3alUTEI
MH(GOPMAIMM IPU KOMIIPOMETAIMHI YaCTH KIIOIEBOM CHCTEMBL

CBOCBPEMEHHOE BBIABICHHE HCTOYHUKOB yrpo3 Gesomacuoctu [1/{g, npuaun
W YCJIOBMH, CIOCOOCTBYIOIIMX HaHECEHHIO ywiepba cybbextam I[1JIH, cosmaHue
MEXaHHU3Ma OII€PaTHBHOIO pearrpoBaHUs Ha Yrpossl OesomacHoctd I1J[H wu
HEeraTWBHBIC TCHIECHIUM;

CO3/aHue yCIOBMH NI MUHUMU3AUN U JIOKAIM3al{H HAHOCHMOTO yIep6a
HETIPaBOMEPHBIMU NCHCTBUAMHU (U3UYECKUX M IOPUAMYECKUX JIHI, OCiableHue
HETaTUBHOTO BIHAHUA U JIMKBUIALUS IIOCIEACTBUN HapyIIEHUs OE30IMacHOCTH
[11n.
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III. OFBEKTHBI 3AIIIUTHI

1. IlepeyeHb uH(POPMALHOHHBIX CHCTEM

B HY3 «Otnenenveckas GonpHuIa Ha cranmuu Meazoso OAOQ «PXK Ty
IIPOU3BOIUTCS 00pabOTKa IEPCOHANBHEIX JaHHEIX B HH(GOPMALIHOHHEIX CHCTEMAX
obpaboTku nepcoHansHbIX nanubx (MCIIIH).

Ilepeyens WCII/IH ompenensercs Ha ocHoBamuu OTdera o pe3ynpTaTam
BHYTPEHHEHN IIPOBEPKH.

2. IlepeyeHb 00HbEKTOB 3aUTHI

Ob6bexTamu 3aIUTEI SBIAIOTCS — HHQOPMALHS, obpabareiBaemas B CIT/H,
TEXHHIECKHE CPEACTBA €€ 00paboTkm u 3amurhl. [lepcoHanbHbIE paHHbIe,
KOTOpBIC MOANEKAT 3alMTe, ONpenesitorcs [lepedHeM NepCOHANBHBIX NaHHBIX,
TIOANEKAIMX 3AUTE B HH(POPMALIMOHHO CHCTEME NIEPCOHATBHBIX TAHHBIX.

OOBEKTHI 3alIUTEl BKIIOYAIOT!

00pabarsIBaeMyr0 HH(DOPMAITHIO;

TEXHOJIOTHYECKYIO HHGOPMAIHIO;

[IPOTPaMMHO-TEXHUYECKUE CPENCTBA 00pabOTKH;

CPEACTBA 3aIUTEI IEPCOHANBHEIX JaHHBIX;

KaHaIIEl HH(OPMAIHOHHOTO 0OMEHa U TeeKOMMYHHUKAIIIH;

OOBEKTBl ¥ IIOMEIIEHHS, B KOTODBIX pasMeIeHbl  KOMITIOHEHTEI
MH()OPMAIIMOHHOM CHCTEMBI IEPCOHANBHBIX TAHHBIX.
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Iv. KJIACCUOUKAIIM S MOJIB30BATEJIEN
HHO®OPMAIIMOHHBIX CUCTEM HEPCOHAJIbHBIX JTAHHBIX

ITonpzoBarenem NCITIu SIBTISIETCSI JALO, y4acTBYIOIIee B
QYHKIMOHMPOBAaHUY HMH(OPMALMOHHOW CHCTEMEl IIEPCOHAIBHBIX JAHHBIX HIIH
UCTIOJIE3YIOIIEE DPEe3YNbTaThl €€ (QyHKIMOHHpoBaHWs. [lonbzosarenem KCII/Iu
sBsiercss Jirobod corpynHEk HVY3  «Otmenendeckas GONBHHLA Ha CTaHIUH
Weanoso OAO «PX», umeromwmit moctyn x MCIIIa u ee pecypcaMm B
COOTBETCTBUM C  YCTAaHOBJIEHHBIM IOPSOKOM, B COOTBETCTBHM C  €ro
(QYHKIIMOHANEHBIMY 00S3aHHO CTIM.

ITonezoBarenu MCII/Ix nensrTcs Ha TPU OCHOBHEIE KaT€TOPUH:

1. AnMuHACTpaTOp MHQOPMALMOHHON CHCTEMBI HEPCOHANBHBIX IAHHBIX.
Anvunuctparopamu MCITJH sBustores cotpymuukd HY3  «Otmenenueckast
OonpHMIA Ha cTanuy UBanoso OAQ «PX/I», KxoTOpble 3aHUMAIOTCSI HACTPOHKOH,
BHEAPEHHEM U COIIPOBOXKIECHUEM CHUCTEMBL.

Anmvunuctparop MCITx o6anaeT caeyromum YPOBHEM JIOCTYyIIa:

obmamaer MoNHOH wuHbopManMell O CHCTEMHOM U IIPUKIIATHOM
nporpammHoM obecniedenuu MCIT/Ix;

obmamaer MmONHONW uHpOpPMAIHEH O TEXHHUYESCKHX CpeICTBax U
koHurypanuu UCITIH;

HMEET IOCTYII KO BCEM TEXHHYECKUM CPENCTBaM 00paboTku HHGOpMALUK U
naHusiM MUCTTTw;

obnamaeT mpaBaMu KOH(GUTYPUPOBAHUSI U aIMUHUCTPAaTUBHON HACTPOMKH
TeXHHUYECKUX cpenctB VCITIH.

2. IIporpammucT-pa3paboTyuk HHGOPMAIIMOHHON CHCTEMEI [IEpCOHATBHBIX
AaHHBIX. lIporpaMMuCTaMu-pa3spabOTYMKaMK  SBASIOTCS — COTpyAHMKH HY?3
«Otnenendeckas 6ompHUNA HA cTaHIUE MBanoso OAO «PX» unu cropoHHux
OpraHH3alyi, KOTOpble 3aHUMAIOTCS Pa3pabOTKOM IPOrpaMMHOrO 06ecredeHys.
Paspaboruux VICII/IH o6nanaer cienyiomum ypoBHeM JocTyIa:

obnanaer uHpOpMammel 06 aNropuT™Max u mporpamMmax o00paboTKu
uadopmarwu Ha VICIT]Ix;

00afiaeT  BO3MOXHOCTAMH BHECEHHS OLIUGOK, HENEeKIapUPOBAHHBIX
BOSMOXHOCTEH, — NPOrpaMMHBIX  3aKJNafoK, BPENOHOCHEIX IPOrpaMM B
nporpammuoe obecrnevenne HCIIJln Ha cranuu ee paspaGoTky, BHEIPEHUS U
COIIPOBOXKICHHS;

MOXET paclojiararh JOOBIMH (parMeHTamMu HHGOOPMAI[MH O TOMOIOTHHU
UCTI[IH v TeXHIYeCKUX CpencTBax 06paboTKU W 3aIUTh] I1/TH, o6pabarsiBaeMBIX
B UCII /1.

3. Omneparop uHGOPMALUMOHHONH CHCTEMEI IIEPCOHAIBHBIX  JTaHHBIX.
Omneparopamu HMCII[JH SBIAIOTCS COTPYIHHKA OTIeNeHMH U CTPYKTYPHBIX
nonpasaenenudt HY3  «Ornenenueckas GonpHMIA Ha crammmu Meanoso OAQ
«PXK]l», y4acTBylomue B mpoliecce 3KCILTyaTal(iu WCITH. Oneparop UCIIIH
obnafaet CIeayromuM ypOBHEM JOCTYIIA:

obnafaeT BCEMH HEOOXONMMBIMU aTpHGyTaMu (Hampumep, maponem),
00eCIIeIMBAIOIIMME JOCTYII K HEKOTOPOMY noaMHoxecTBy I1]1x;

pacrionaraeT KOHQUICHIUANTbHBIMA JAaHHBIME, K KOTOPBIM UMEET LOCTYIL.
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Kareropuu monp3oBaTeneif IOOKHBEI OBITH ONpPENENEeHbl UL KAKIOH
HUCIIH. TomkHO OBITH YTOYHEHO pa3ielleHue COTPYIHUKOB BHYTPH KaTeropuii, B
COOTBETCTBUM C THUIIAMH II0JIb30BaTeNedl ompeneineHHBIMA B [lONUTHKE
MH()OPMAIMOHHOM 6e30I1aCHOCTH.

Bce BBIMBNEGHHBIE TIpYNIBl IONB30BaTeNell oTpaxaoTcs B OTdeTe o
pesynbraTam BHyTpeHHeH mpoBepku. Ha ocnosanmu Otyera onpenensiorcs npasa
poctyna K snemenTaM MCII/H juis Beex IpyIn HONB30BATENel M OTPAKAIOTCS B
Marpune moctyma B IlonoxkeHunm o pasTpaHHYCHHUH IIpaB JocTyma K
00pabaTeIBaeMBIM [TEPCOHATBHBIM JAHHBIM.
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V. OCHOBHBIE IIPUHIOUIIBI MOCTPOEHHUSI CHCTEMBI
KOMILIEKCHOM 3AIUTHI NHPOPMALINN

ITocTtpoenue cucTeMbl obecriedeHus 6e30IacHOCTH IIEPCOHANIBHBIX JaHHBIX
B MH()OPMAITMOHHEBIX CHCTEMAaX nepcoHanbHBIX HaHHBIX HY3  «Otnenendeckas
OompHMIA Ha craHuuu MBanoso OAQ «PXK[I» 1 ee QyHKIMOHUPOBAHUE JONKHEI
OCYIIECTBIIATECSA B COOTBETCTBUH CO CIEAYIONIMMU OCHOBHBIMU IPUHIUIIAME:

3aKOHHOCTE;

CUCTEMHOCTE;

KOMILIEKCHOCTE;

HENPEePHIBHOCTE;

CBOE€BPEMEHHOCTE);

IIPECMCTBEHHOCTD ¥ HENPEPBIBHOCTH COBEPUIEHCTBOBAHMUS,

IIEPCOHAJIBHAS OTBETCTBEHHOCTE;

MHUHUMU3AIUS TOJTHOMOYHIA;

B3aWMOZENCTBUE U COTPYAHUYECTBO;

I'MOKOCTh CHCTEMEI 3allUTHI;

OTKPBITOCTh aJITOPUTMOB ¥ MEXaHU3MOB 3aIIUTEI;

IIPOCTOTa IIPUMEHEHMUSI CPECTB 3allUTEI,

Hay4Has 000CHOBAHHOCTD U TEXHUYECKAS pean3yeMoCThb;

CHEeUHAIU3alUs ¥ PO EeCCHOHAIN3M;

0053aTeJIEHOCTH KOHTPOJIS.

3aKoOHHOCTDH

IIpennonaraer ocCylecTBICHHE 3al[UTHBIX MEPOIPUATUA U pa3paboTKy
CPEACTB 3alllUThl IIEPCOHANBHBIX HaHHBEIX HY3 «Otmenendeckas Gonbuuna Ha
cranuud  MBanoBo OAO «PXJl» B COOTBETCTBHU C JNEeUCTBYIOIIMM
3aKOHONATeNbCTBOM B OOINACTH 3alWTHl NEPCOHANBHBIX NAHHBIX 1 IPYTUX
HOPMAaTHBHBIX aKTOB II0 0e301acHOCTH WH(OpPMAIINH, YTBEPXKAEHHBIX OpraHaMu
FOCYAapCTBEHHOH BJIACTH U yNPAaBICHUS B peetaX HX KOMIETEHLUH.

Ilonp3oBatenu  u  06CITYKHUBAIOIIHIA UHOOPMALIMOHHBIE  CHCTEMEI
IIEPCOHATIBHBIX MaHHBIX nepcoHan HY3 «Otnenenveckas GompbHHNA HA CTAHLUU
Vanoso OAO «PXJ[» HOmKHBI GbITE OCBENOMIEHBI O IOpsiiKe paboTHl ¢
3amumaeMord uHGopManre U 06 OTBETCTBEHHOCTH 34 3aI0UTY IePCOHAILHEIX
JIaHHEIX.

CucreMHOCTD

CuCTeMHEIE IOOXOI K IOCTPOEHHUIO CPEICTB 3alUThl IIePCOHAIBHBIX
naaHeix HY3  «Otnenenueckas Gonpauna Ha craniuu MBanoBo OAO «PXXI»
IIpENIIoNaraeT  y4eT BCEX  B3aWMOCBA3aHHBIX, B3aUMONEHCTBYIOIIHMX U
MSMEHAIOMHUXCSA BO BPEMEHM 3JJIEMEHTOB, YCIOBHH M (DaKTOPOB, CyIIECTBEHHO
SHaYUMBIX Ul IIOHMMaHHUSA M DELIeHUs MpoOjeMbl obecredeHus 6e30IacHOCTH
IICPCOHANBHBIX JaHHBIX, 00pabaTkIBaeMBIX B HH(OPMAI[MOHHEIX CHCTEMAX
IepCOHANBHBIX AaHHBIX HY3 «Otnenendeckas GonpHUIA Ha cTaHimu MBaHOBO
OAO «PX]T».

HpI/I CO30aHWHU CHCTEMBI 3alIUTHl JOJDKHEI YYUTBIBATHCS BCE cinabple u
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HanOolee ya3BUMBIE MECTa CHCTEMBI 00pabOTKH MEPCOHANBHBIX NaHHBIX, a TAKXKe
XapakTep, BO3MOXHbIE OOBEKTHI ¥ HAIpPABIECHHS aTak Ha CUCTEMY CO CTOPOHEI
HapymmTelned (0cOGeHHO BEICOKOKBATH(GUIMPOBAHHEIX 31I0YMBILIIEHHUKOB), ITYTH
IIPOHUKHOBEHHUS B paclpeeleHHbIE CUCTEMB] U HECAHKIIMOHUPOBAHHEIN JOCTYII K
vH(opmanuy. CucTeMa 3allUTHl JOJDKHA CTPOMTBCA C Y4E€TOM HE TOJBKO BCex
U3BECTHBIX KaHaNOB npoHukHOBeHUs M HCJ/l x mHbopmanmu, HO u ¢ ydyeToMm
BO3MOXXHOCTU IIOSIBIICHMS TNPHHIMIMAIEHO HOBBIX IIyTeH peaju3alyu yrpos3
Oe3omacHOCTH.

KommiekcHocTh

KoMmIiekcHOEe HCIIONB30BaHUE METOINOB U CPENCTB 3AII[UTHI NpeAIoiaraet
COIIaCOBAHHOE IIPUMEHEHHE Pa3sHOPOIHBIX CPEACTB NP MMOCTPOEHUH LEJI0CTHOMN
CHCTEMBI 3aIlUTHI, IIEPEKPBIBAIONIEH BCE CYIIECTBEHHBIC (3HAYMMBIE) KaHAJIbI
peanu3anuu yrpo3 U He COIeplKalled claObIX MeCT Ha CTBIKaX OTHENBbHBLIX ee
KOMIIOHEHTOB.

3amuTa JOJKHA CTPOUTHCS DIIEOHUPOBAaHO. JIs KaXkaoro KaHana YTEUKU
MHOQOPMALUK U JUIT KaXIOH yrpo3bl O€30MacHOCTH OJKHO CYLLECTBOBATE
HECKOJIBKO 3allUTHBIX pyberxel. Co3naHne 3alUTHEIX pyberkeil 0CyIecTBIsSeTCs ¢
YYETOM TOTrO, YTOOBI IJI MX IIPEOJONEHUs HOTEHIHATLHOMY 3JI0YMBIIIIEHHUKY
TpeOOBaINUCh NMPO(ECCHOHANBHbIE HAaBBHIKM B HECKOIBKUX HEB3AMMOCBI3aHHLIX
o0JracTax.

Bremnss sammTa JOmMKHA 0OeCHeYUBaThes (DUIMYECKHUMHU CpenCcTBaMu,
OpPTaHU3aI[HOHHBIMU U IPAaBOBBIMU MEPAMH.

HenpeprIBHOCTB 3a1UTHI HEPCOHATBLHBIX AAHHBIX

3aluTa IepCOHANBHEIX JaHHEIX — HE Pa3s0BOE€ MEPOTpPHATHE U He IIPOCTast
COBOKYIIHOCTB IIPOBEJCHHBIX MEPOIPUATUN U yCTAaHOBJIEHHBIX CPENCTB 3alUTh, a
HETIPEPBIBHBIM  IIeJICHANPABICHHBIM IIPOIECC, IIPEeANONaraoluii  PUHSITHE
COOTBETCTBYIOIIMX MEp Ha BCEX JTallaX >XM3HEHHOIO LHKJIa UH(OPMAIMOHHBIX
CHCTEM IIEPCOHAIBHBIX TaHHBIX.

WHpopMannoHHBIE CHCTEMbI [IEPCOHANBHEIX MAHHBIX JTODKHBI HAXOMUThHCS
B 3AlMIICHHOM  COCTOSHHM Ha NPOTSHKEHHH  BCEr0  BpEMEHHM  UX
DYHKIMOHUPOBAaHHUS. B COOTBETCTBHM C 3TUM NMPUHIIHIIOM JOJIKHE! IPHHAMATHCS
MepEI 10 HepomymeHuro nepexona MCIT/IH B He3aUIIEHHOE COCTOSHHUE.

~ BONBIIMHCTBY ~ QU3MYECKMX UM TEXHHYECKMX CpENCTB 34IlUTHl A

3Q(GEKTUBHOrO  BBINONHEHUS CBOMX GYHKIME HEeoOXOOMMa  [OCTOSHHAS
TEXHUYECKass U OpraHM3alioOHHas  (aAMUHHUCTPaTHBHAs) HOJJEPIKKa
(cBOCBpeMeHHast cMeHa, OGeCIeueHNe IIPABHILHOTO XPAHEHHS M IPHMEHEHHS
VIMEH, IIapOoJIeH, Kito4eil ubpoBanus, IepeonpeaeNeH e IOTHOMOYMH | T.11.).

IlepepriBEl B pabGoTe CpPEACTB 3alUTHI MOTYT OBITH HCIIONB30BAHEI
3JIOYMBIIIJICHHUKAaMU IS aHaAJIu3a NPHMEHSAEMBIX METOZOB W CPEJCTB 3aIlUTHI,
AT BHEAPEHMS CIIENUANBHBIX IPOrPaAMMHEIX M AllIIAPATHBIX «3aKJIAN0K» U APYTHX
CPEACTB  IPEOMOJICHHS  CHUCTEMBI 3aIUTBl  IIOCJAE BOCCTAHOBICHUS  ee
(GyHKIMOHMPOBaHUS.
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CBoeBpemMeHHOCTD

ITpenmomnaraer ympexxnaronuii xapakrep Mep obecredeHUs Oe30MIacHOCTH
IIEPCOHANIBHBIX JaHHBIX, TO €CTh IIOCTAHOBKY 3aad I10 KOMIUIEKCHON 3alluTe
MHQOPMALMOHHBIX CHCTEM IIEPCOHANBHBIX JAHHBIX ¥  pEald3alyio  Mep
obecrieyenus Ge30IACHOCTH IEPCOHANBHBIX JAHHBIX HA DPAHHAX CTAIHsIX
paspabotku VCIT/IH B niesioM 1 ee CHCTEMBI 3aIUTHl HHGOPMAIIHUH, B YACTHOCTH.

Pa3paboTka CHCTeMBI 3aIIHUTEI JOJDKHA BECTHCH MAPANIENBHO C pa3paboTKoil
¥ PasBUTHEM CaMOH 3aIlHIIaeMON CHCTeMBI. DTO I103BOJIUT YYECTh TPEOOBAHUS
6€30IIaCHOCTH IIPY IMPOSKTHPOBAHUA apXUTEKTYPHI M, B KOHEYHOM CUETe, CO3IATh
Oomee oddexTHBHBIE (KaK IO 3aTpaTaM peCypcoB, TaKk H II0 CTOMKOCTH)
3all[AIEHHBIE CUCTEMEL.

IIpeeMcTBEHHOCTD U COBEPLIEHCTBOBAHHE

IIpeAnionaraoT MOCTOSHHOE COBEPIICHCTBOBAHHE MEp H CPEACTB 3alUTHI
MH(OPMAIlMM Ha OCHOBE IPEEMCTBEHHOCTH OPTaHM3ALMOHHBIX M TEXHUYECKHX
PEIIeHNH, KafpOBOTO COCTaBa, aHamu3a GyHKIMOHWPOBAHUA HHMOPMALIHOHHOM
CHCTEMEI IIEPCOHAIBHBIX NAHHBIX U €€ CHCTEMBI 3alllUThl C YYETOM M3MEHEHUI B
METOZIaX ¥ CPEACTBaX IIepexBara WH()OPMAaLUM, HOPMaTUBHBIX TPeOOBAHHUH IO
3alUTE, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0EsKHOIO OIIBITA B 3TOM 06JIACTH.

IlepconanbHasI OTBETCTBEHHOCTD

[lpenmonaraeTr  BO3JIOXKEHWE  OTBETCTBEHHOCTH 32  obecIedcHie
0€30I1aCHOCTH TEPCOHANBHBIX JAHHBIX M CHCTEMBI MX OOPaGOTKH HA KAXKIOrO
COTPYIHHUKA B IPENEIaX ero IOJTHOMOYMA. B COOTBETCTBHH C 9THM HPHHIUIIOM
pacupezieieHue IpaB U OOA3aHHOCTEH COTPYTHHKOB CTPOUTCS TaKUM 06pasoM,
4TO0BI B ClIydae JIFOOOTo HapylIeHHs KPyr BUHOBHHUKOB GBI YETKO H3BECTEH MK
CBEJIEH K MUHUMYMY.

IIpuHIHAN MHUHIMH3AUHU IOJTHOMOYHI

OsHauaeT mpenocTaBIeHne MOMB30BATENIM MUHUMATBHEIX IIpaB JOCTYyIla B
COOTBETCTBHH C IIPOU3BOJICTBEHHOM HEOOXONMMOCTBIO, HA OCHOBE MIPUHIAIIA «BCE,
YTO HE Pa3pelleHo, 3alpeIeHo.

JOCTyn K IepCOHANBHBIM JaHHBIM JOJKEH IPENOCTABIATECS TOMBKO B TOM
Cliy4ae U OObeMe, e€ClH 3TO HEeOOXOAUMO COTPYNHHKY IJIS BBITOJHEHMS ero
JOJDKHOCTHBIX 00SI3aHHOCTEH.

BsaumopeiicTBHe U COTPpYAHHUYECTBO

IIpenmonaraer cosnanue GnaronpusTHOM arMochepsl B KOJNEKTHBE
NONpas/eNIeHNs, 00eCIeYMBAIOIEro JesATeNbHOCT HH(GOPMALIMOHHBIX CHCTEM
NEPCOHANBHBIX NaHHBIX HY3 «Otnenenueckas GonpHUIA Ha cTaHLMU MBaHOBO
OAO «PX]l», nmma CcHIKeHus BEPOATHOCTH BO3HUKHOBEHUS HETraTUBHDLIX
ACHCTBUM CBSI3aHHBIX C YENIOBEYECKUM (aKTOPOM.

B Takolf O0OCTaHOBKE COTDYIHMKM MJOIDKHEI OCO3HAHHO COBIIONATE
YCTAQHOBIICHHBIE  IIpaBWJIa W  OKa3blBaTh CONEHCTBHE B  JEATEILHOCTU
TIOApa3eNICHUH TEXHUYECKOHN 3aIUThl HH()OPMAIIHU.
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I'n0KOCTh CHCTEMBI 3aUTHI NEPCOHANLHBLIX AAHHBIX

IlpunATEIE MEpBl M YCTAaHOBIEGHHBIE CPENCTBA 3aIIUTHl, OCOOEHHO B
HagaJIbHBIA [TEPHOJ] MX SKCIUIyaTalluy, MOTYT 00eCIIeYrnBaTh KaK Ype3MEpHBIH, Tak
U HENOCTAaTOYHEIM ypoBeHb 3amwutThl. /[l obecrneyeHHss BO3MOXKHOCTH
BapbHUPOBAaHUA YPOBHEM 3aIlMIICHHOCTH, CPEJCTBA 3AILMUTHI JOJDKHBI 00NIamaTh
OINpeNeIeHHON THOKOCTBI0. OCOOEHHO BaXXHEIM 3TO CBOHCTBO SIBISETCS B TeX
Clly4asX, KOIJa YCTaHOBKY CpEICTB 3alllUTHl HEOOXOIMMO OCYIIECTBIATH Ha
paboTalomyr0  CHCTeMy, He Hapymas I[polecca ee  HOPMAIbHOIO
(GyHKIIMOHUPOBAHHS.

OTKpBITOCTH 2JITOPUTMOB H MEXAHU3MOB 31U ThI

CyTe IpUHIIUIIA OTKPHITOCTH aITOPUTMOB U MEXAHH3MOB 3alUTH COCTOUT B
TOM, YTO 3allMTa He JOIKHA O00eCleydBaThes  TOJABKO 338 CUer
KOH(QUICHIMATBEHOCTH CTPYKTYPHOI OpraHu3aluu 7§ QJITOPUTMOB
(QyHKIMOHMPOBAHMS €€ IOACHCTEM. 3HAHHE ANTOPUTMOB pabOTHl CHCTEMBI
3alIUTEl HE JOJDKHO JaBaTh BO3MOXKHOCTH €€ IIPEONONIeHus (IaXke aBTopaMm).

OpnHaxo, 9T0 He 03HAYAET, YTO HHGOPMALUI O KOHKPETHON CHCTEME 3allUTHI
JOJXKHA OBITH 00IIEN0CTYIIHA.

IIpocToTa NnpuMeHeHNs1 CPEACTB 32U THI

MexaHU3MBI 3alUUTEl JOJKHEI OBITH MHTYWTHBHO IIOHATHBI M IPOCTHl B
UCIIONb30BaHuH. [IprMeHeHHe cpencTB 3alUTEI HE OJDKHO OBITH CBS3aHO CO
SHaHHEM CIICIMAIBHBIX S3BIKOB WIIK C BBHIIONHEHHEM HeHCTBUM, Tpebyrommx
SHAUUTCIBHBIX  JOIOJHUTENBHBIX  TPYHO3aTpaT IpUd  OOBIYHON  pabore
3apETUCTPUPOBAHHEBIX YCTAHOBIEHHBIM IIOPSIKOM IIOJNB30BaTENIeH, a TaKkKe He
JIOJDKHO TPEOOBATh OT IOJB30BATEN BBIIOMHEHHS PYyTUHHBIX MATONOHSITHEIX €My
orepaiuii (BBOJ HECKONBKUX [TapoJiedl U UMEH M T.X.).

JloJDKHa JOCTHraThCs aBTOMATHM3allMs MAaKCHMATbHOTO YHWCIa HefCTBHIL
TMOJb30BaTeNIel ¥ aIMUHUCTPATOPOB MH(BOPMALMOHHONW CHCTEMBI NEPCOHANBHbIX
JAHHBIX.

Hay4yHast 000CHOBAHHOCTb H TeXHHYECKAs PeaIH3yeMOCTh

MHdopmanuoHHble TEXHONOTHH, TeXHHYECKHE U NPOrPaMMHBIE CPECTEa,
CpencTBa M MEpBl 3aIUTBl HWHGOPMALMK MODKHBI OBITH peanu3OBaHbl Ha
COBPEMEHHOM YPOBHE Pa3sBUTHs HAYKU U TEXHUKU, HAYYHO 0OOCHOBAHEI C TOYKU
3PEHHUS NOCTIDKEHHS 3alaHHOTO YPOBHsA 0€30MacCHOCTH HH(MOPMALUU U NODKHBI
COOTBETCTBOBATh YCTAHOBIIEHHBEIM HOpMaM MU TpeOOBaHMAM IO OE30MAaCHOCTH
[IEPCOHANBHBIX JaHHEIX.

CrcTeMa 3aIUThl TEPCOHANBHBIX JaHHBIX JODKHA OBITH OpHEHTHpOBaHa Ha
PCIICHUS, BO3MOXHBIE DPHUCKH JJI KOTOPBIX U MepBl IPOTHUBOIECHCTBUS 3THM
pHrCKaM IPOLITH BCECTOPOHHIO TEOPETUIECKYIO U IIPAKTUYECKYIO TPOBEPKY.
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Crennanu3zanus ¥ npogeccHONAIN3M

IIpenmnonaraer mpuBnedeHne K pa3paGoOTKe CPENCTB U peamu3aldd Mep
3aUTEl  MH(QOpPMAalWM  CIENHAlIM3UPOBAHHBEIX  OpraHU3alyil, Haubojee
IIOATOTOBIICHHBIX K KOHKPETHOMY BUIY JEATENLHOCTH 10 O0OECIeUSHHIO
0€30I1aCHOCTH MEPCOHATBHEIX JAHHBIX, HMEIOIIMX OIBIT MPAaKTHIECKOH paGoTh! 1
TOCYAapCTBEHHYIO JIMLEH3UIO Ha IIPABO OKA3aHUS YCIIyT B 3TOM 0ONACTH.

Peanusanus anMUHUCTPaTUBHBIX Mep U OKCILTYaTallds CPEICTB 3allUThI
JIOJXKHA OCYIIECTBIIATECS MPO(MECCHOHANBHO ITOATOTOBIEHHBIMHU CIIEIHATHCTAMU
HY3 «Otnenenueckas 6onsHuUNa Ha cTanmy Meanoso OAQ «PXK .

O0s3aTeTLHOCTE KOHTPOJISI

Ilpenmonaraer 00S3aTENBHOCT M CBOEBPEMEHHOCTH BBISBICHHS U
[IPECCYCHMs] IIONBITOK HApYNIEHHWsS YCTAHOBICHHBIX MpPaBHI O0OeCIeYeHUs
0€30IIaCHOCTU TEPCOHANBHBIX JaHHBIX HA OCHOBE HCIIONB3YEMBIX CHCTEM U
CPEICTB 3alIUTHl MH()OPMALWU IIPH COBEPLICHCTBOBAHUU KPHTEPHEB X METO/OB
OLIeHKH 3(P(EKTHBHOCTH 3THX CUCTEM U CPEJICTB.

KoHTpoJIb 32 JeATeNnbHOCTBIO JIFOGOrO IIONB30BATENS, KAXKIOIO CpencTBa
3alIUTEl ¥ B OTHOIICHHUH JIFOOOTO 00BEKTa 3aIUTHl JOJDKEH OCYIIECTBISATHCA Ha
OCHOBC IIPUMEHEHHUS CPE/ICTB ONCPATUBHOIO KOHTPOJIS ¥ PErMCTPALUHM U JOJDKEH
OXBaThIBaTh KaK HECAaHKIMOHHWPOBAHHBIE, TAK U CAHKIMOHUPOBAHHBIE NEHCTBUS
IIOJIE30BATENIEH.
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VI. MEPBI, METOAbl U CPEACTBA OBECIIEYEHUS]
TPEBYEMOTI'O YPOBHS 3AINUINEHHOCTH

ObGecneyenre TpeGyeMOro ypoBHs 3alIUIIEHHOCTH JOMKHOCTH JOCTHIAeTCSI
C HCIOJNE30BaHUEM Mep, METONOB M CpeACTB OesomacHOCTH. Bee Mepsl
obecrevenus 6e30macHOCTH HH()OPMALMOHHEIX CHCTEM IepPCOHATBHBIX NaHHBIX
IIOAPA3aEIAIOTCS Ha:

3aKOHOAATeIbHEIE (PAaBOBEIE);

MOpaIbHO-3THYECKHUE;

OpraHU3alMOHHEIE (aIMUHUCTPaTHBHEIE);

busnyeckue;

TEXHUYECKUE (anmaparHble U IPOrPaMMHEIE).

Ilepedens BBIOpaHHBIX Mep obecredeHHs Ge30MacHOCTH OTPAXKAeTCS B
I1nasHe MepONPHUATHI 0 0OSCIIEYEHHUIO 3aIIUTHI HEPCOHATBHEIX JaHHbIX.

3akoHogaTeIbHbIE (IPABOBbIE) MEPHI 3AIHTHI

K mpaBoBEIM MepaMm 3aIlUTEI OTHOCSTCS AEHCTBYIOIIWE B CTPAHE 3aKOHEL,
yKasbl M HOPMATHBHBIC aKThI, DENIAMEHTHUDYIOIIVE I[paBWjia OOpalleHHs C
IICPCOHAIBHBIMA JaHHBIMHY, 3aKpEIUIAIOIMe IIpaBa U OOA3AHHOCTH YYAaCTHHKOB
MH(OPMALOHHBIX OTHOIIEHHH B IIpoliecce ee 06PaGOTKH U HCIIONB30BAHUS, a
TAaKKC yCTaHABIWBAIOIIME OTBETCTBEHHOCTH 3a HAPYIICHUs 3THX IIPaBHUI,
NPCILITCTBYS. TE€M CaMBIM HENPAaBOMEPHOMY HCIIOJIb30BAHMIO IEPCOHAIBHBIX
JaHHBIX M ABIIOIIUECS CHACPXKMBAIOIIAM (AaKTOPOM Ul IIOTCHLHATBHBIX
HapyILIATETECH.

IIpaBoBblC ~ Mephl ~ 3aIMTEI HOCAT B OCHOBHOM  YIIPEXIAIOLIHL,
npoUIaKTUIECKu# XapakTep U TpeGyloT MOCTOSHHOMN pa3biCHUTENBHOMN paboTeI
C IIOJIB30BATEISIMU M O0CITyKHBAIOIIUAM [IEPCOHAIOM CUCTEMEL.

Mopanbno-aaneCRne Mepbl 3aIUTHI

K MOpanbHO-3THYECKHM MepaM OTHOCSATCS HOPMBI IIOBENEHUS, KOTODBIE
TPaiUIIMOHHO CIIOXHUIIMCh UM CKIIA[(BIBAIOTCS 10 Mepe pacrnpocTpaHeHus O9BM B
CTpaHe WiIXd oOmecTBe. OTH HOPMBEI OONBINEH YacTBIO He  SBISIEOTCS
00s3aTeNIbHEIMU, KaK 3aKOHOIATEILHO YTBEPXKIAEHHBIE HOPMATHUBHLIE aAKTHI,
OIHAaKO, MX HecOOIIONeHWEe BeNeT OOBIYHO K MaaeHuI0 aBTOPUTETA, MPECTUIKA
HCIIOBEKA, IPYTIIIBI JIUL WM OpraHu3alud. MopalbHO-3THYECKUE HOPMEI OBIBAIOT
KaK HeNUCaHble (HanpuMep, 00Ienpu3HaHHbIEe HOPMBI YeCTHOCTH, [IaTpUOTHU3MA U
T.IL.), TaK ¥ IHCaHEIe, TO eCTh 0QOPMICHHEIE B HEKOTOPEIA CBOX (yCTaB) IpaBHIl
WJTH IpEeNIINCaHNH.

MopanbHO-3THYeCKre Mephl 3allUTHl SBISIOTCS NPODIITaKTUYECKUMHU U
TpeOyIOT MOCTOSHHON paGoTEl IO CO3NAHUIO 3I0POBOI'0 MOPAJIBHOIO KJIHMMara B
KOJUTEKTHBaX IOApasfeneHudl. MopanpHO-3THYeCKHEe Mephl 3allUThl CHIDKAIOT
BEPOATHOCTL BO3HUKHOBEHUS HETaTUBHEIX JEUCTBUM CBI3aHHBIX C UEJIOBEUECKUM
baxTopom.
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OpranusannoHHbIe (AIMHHHCTPATHBHBIE) MePhbI 3aIHUThI

Oprauusannonnsle (aAMUHUCTPATHBHBIC) MEphl 3alllATBl - 3TO MEpEI
OpraHU3aIMOHHOTO xapakrepa, penIaMeHTUPYIOIIKE IPOLECCHI
¢ynxuuonmposanus MCIT/Ix, ucnonssosanue pecypcos MCITIIH, nesiTelbHOCTD
00CITyXKHBAIOIIEro IIePCOHANA, & TaKXKe IOPALOK B3aUMOIEHCTBUS TOIb30BaTeNeH
¢ MCII/In Takum o06pasoM, uToGbl B HaubGoONBIIEH CTENeHH 3aTPyIHHTH WA
UCKIIFOYHUTE BO3MOXHOCTE PEalIU3al[ii yrpo3 Oe30IIaCHOCTH WK CHU3UTHL Pa3Mep
IIOTEPh B CIIy4ae UX peaiu3allyi.

I'maBHas 1enp agMUHHCTPATHBHBIX MEp, IPeANpPHHIMAEMbIX HA BBICIIEM
YUPaBIE€HYECKOM ypOBHe — cdopmupoBath [lonmuTuky WHGOOPMALMOHHOM
0€30MacHOCTH IEPCOHANBHBIX JAaHHBIX (OTPAKAIOMIYI0 I[TOAXONBI K 3allUTe
MH(OOPMaINU) U 00ECIIEYHTh €€ BEINOTHEHUE, BBIAENST HEOOXOMIMEbIE peCypChl U
KOHTPOJIUPYS COCTOSHUE JIEll.

Peanusarnus Ilomutuky MHGOPMALHOHHON G€30MAaCHOCTH IIEpPCOHANBHBIX
JaHHBIX B MH()OPMALMOHHBIX CHCTEMAaX IEPCOHANBHBIX TaHHBIX COCTOUT W3 Mep
aAMHUHUCTPATUBHOIO YPOBHS W OPTraHU3ALMOHHBIX (IPOLENYPHBIX) MED 3aIllHThI
UHQOpPMaLINH.

K ajMMHACTpaTHBHOMY ypPOBHIO OTHOCATCS pelIeHHs pyKOBOICTEA,
sarparusaromue aesrensHocts UCIIH B memom. OTH pelneHus 3aKperuisioTes B
IonuTuke uHGOpMaMOHHOM GesomacHocTU. IIpuMepoM TakuX pelleHui MOTYT
OBITh:

NPUHATHE DEIICHUS O (OPMHUPOBAHUM WIH IIEPECMOTPE KOMILIEKCHOMN
nporpaMmel obecnieuenus 6ezonacuocty [1/[H, onpeneneHie OTBETCTBEHHEIX 34 e¢
peanu3aimio;

(hopMynMpoBaHHE IeNel, [OCTAHOBKA 3a/ad, OIpeielIeHHe HaIlpaBJIeHUA
JesTeIbHOCTH B obnactu 6e3omacuoctu I1]]H;

NPUHATHE PEIICHUH 10 BOIPOCAM pealu3aldyl IpOrpaMMbl 6e30IacHOCTH,
KOTOPBIE PACCMaTPUBAIOTCS Ha YPOBHE YUPEIKIECHHUS B LIEJIOM;

obeclieyeHre HOpPMaTHBHOHN (IIpaBOBOi) 6a3bl BOIPOCOB GE30MACHOCTH U
T.I.

IlonmuTrKa BEpXHEro ypoBHS NOJDKHA YETKO OYEPTHTH chepy BIUSHHSA U
OTPaHUYCHUS IIPH ONpeneNieHuy uened 6esonacHoctu 1[0, OnpenenuTs KakuMu
pecypcamu  (MarepuanbHble, NEPCOHAN) OHM OyAyT MOCTHTHYTHl W HAWTH
PasyMHBIH KOMIIDOMHCC MEXIy IIpHEMJIEMBEIM YpPOBHEM Oe30MaCHOCTH U
dysxnroHansHOCTEO VICTTIH.

Ha opraHM3anuoHHOM ypOBHE ONpeNeNnsfroTCs MpOUeNypsl M IIpaBuia
NOCTIDKEHHS LIeNel U penrenus 3anad [lomutiku nHbOpMAaIOHHOH 6e30MacHOCTH
[TJT1. OTu npaBuUIa OIpeENENsIoT:

KaKoBa 00JIaCTb IPUMEHEHNUsI TOJIMTUKY Ge3omacHoCTH [1/x;

KaKkOBBl DOJIM M OOS3aHHOCTH JOJDKHOCTHBIX JIMI[, OTBEYAIOMIMX 32
NpOBENCHHE TIONUTUKH OeszomacHocTH IIJ[H, a Tak ke yCTaHOBUTH WX
OTBETCTBEHHOCTE;

KTO MMe€ET IIpaBa jocrtymna k [1)[x;

KaKUMH MEpaMHU U CpeNcTBaMy obecnednBaeTcs 3amuTa [1]H;

KaKMMHU MEPaMU ¥ CPEACTBAMH 00ECIIeUnBACTCs KOHTPOIb 33 COOMIOIeHHEM

BBEJIEHHOI'O pexuMa 0e30IMaCHOCTH.
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OpraHu3anoHHbIE MEPEI JOJLKHEL:

IIpeLyCcMaTpUBaTh periaMeHT MH(GOPMAaLIMOHHBIX OTHOILICHUH,
UCKJIFOYAIOIIUX BO3MOXXHOCTh HECAHKIIMOHHPOBAHHBIX HEHCTBUN B OTHOLIEHUU
00BEKTOB 3aIUTEI,

ONpENeNATh KOAIUIMOHHBIE U HepapXWYecKue IPHHIUILI X METOJbI
pasrpaHudeHus goctymna K I1/Tg;

ONPENeNATs IOPSHAOK paboTEl C IPOrPaMMHO-MAaTeMATHYECKUMU U
TEXHUYECKUMHU (ANMapaTHEIE) CPEIACTBAMH 3allUTH U KPHUIITO3aIIUTEl U JPYTUX
3AIUTHBIX MEXaHU3MOB;

opraHu3oBaTb Mepbl npotuBoaeiicTeus HCJ[ monp3oBaTensMu Ha sTamax
ayTeHTH(QUKALMY, aBTOPHM3ALNHY, HICHTUDHUKALWK, 00EeCIedUBAIOMX [apaHTHH
peau3aluy IpaB U OTBETCTBEHHOCTH CyOBEKTOB HH(DOPMALIMOHHEIX OTHOLICHUH.

OpraHu3aInuoHHbBIE MEPHI JOJKHBI COCTOSTD U3:

pemiameHnTa noctymna B nomemenus MCITTx;

IIOpsIIKa TOITyCKa COTPYIHHUKOB K HMCIONB30BaHMIO pecypcos MCIIIa HY3
«Otnenenueckas 6obHUIA Ha cTanmy MBanoso OAQ «PX]I»;

permamMeHTa IpPOLECCOB BeleHHMs 0a3 HaHHBIX W OCYLIECTBICHHS
MonUUKauy HHOOPMALOHHBIX PECYPCOB;

PEIIaMEHTa IIPOLECCOB OOCIYKMBAHMS M OCYIIECTBICHHUS MOIUbUKALIUK
anmnaparHbBIX U IporpaMMHBIX pecypcoB MCIT]x;

MHCTpyKIM#  none3osarenedt  MCIIu  (ammumucrparopa  VICIT/IH,
aIMHHHCTpaTopa Ge3omacHocTy, oneparopa UCII/IH);

WHCTPYKUH: II0JIB30BATEIIS TP BO3SHUKHOBEHUH BHEIITATHLIX CUTyalUl.

Pu3nYecKne Mephbl 32U ThI

Ou3MYeCKHe Mephl 3allUTHl OCHOBAHBI Ha NPHUMEHEHHH pPasHOTO pOJa
MEXaHUICCKUX, O3JIEKTPOHHBIX WA 3JIEKTPOHHO-MEXaHUYECKUX YCTPOHCTB U
COODPYXXCHHH, CIICLHANbHO MPENHA3HAYSHHBIX [JI CO3MAHMA (DU3HYECKUX
NPENATCTBUU Ha BO3MOXHBIX IyTAX IPOHUKHOBEHHUS M JOCTYIIA ITOTEHIMAIBHEIX
HapyImUTeIed K KOMIIOHEHTaM CHCTEMBl U 3alllMIIaeMoil MHGOPMALUY, a Takxke
TEXHHYECKAX  CPEACTB  BH3YaIbHOIO HaONIONEHHUs, CBI3M M  OXPaHHOM
CUTHAIU3aIlUH.

OuspdecKkas —3alldTa  3MaHUH, [OMEINEHUH, OOBEKTOB U  CpEeICTB
UHGOpMaTH3aLNH JIOJKHA OCYILIECTBIATHCS IyTeMm YCTaHOBJICHHUS
COOTBETCTBYIOIIMX IIOCTOB OXPaHBI, C MOMOIIBIO TEXHUYECKUX CPEICTB OXPaHBI
WM JIOOBIMH JADYTHMH CIIOCOOAaMH, IPEOTBPAMIAIONIINMU HIIH CyL(ECTBEHHO
3aTPyNHSIIOMMMY IIPOHHMKHOBCHUE B 37aHME, IIOMEICHUs IOCTOPOHHMX JIHII,
XMINEHHEe HH(OPMAIMOHHEIX HOCHTENeH, CaMUX CpencTB HHMDOpMAaTHU3ALWHY,
MCKITFOYAIOIMMH  HAaXOXKACHHE BHYTPU KOHTPOJIUPYeMO# (OXpaHsemoil) 30HEBI
TEXHUYECKUX CPEICTB Pa3BeIKH.

AnnapaTHoO-nporpaMMHbIe CPeACTBA 3aLIHThI IePCOHAIbHbBIX A2HHBIX

Texuuueckue (anmapaTHO-IPOrpaMMHEIE) MepHl 3aIUTE OCHOBAHLI Ha
UCTIOJIb30BAHUH PA3NIUYHBIX IEKTPOHHBIX YCTPOUCTB M CIIELUANBHBIX IIPOTrPaMM,
Bxomsuux B coctaB MICII/IH 1 BEITONHAIOMKX (CaMOCTOSTENEHO WITH B KOMILJIEKCe
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C IPYTUMH CpencTBaMu) QYHKIMHA 3aIUTH (MACHTUQUKALMIO U ayTeHTUDUKALIUIO
TIONB30BATEIICH, pasTpaHWYeHHe JOCTYIla K pecypcaM, PerdcTPaldio COOLITHI,
KpUNTOrpapuyeckoe 3aKpeITHE HHGOPMALUY | T.1.).

C ydetoMm Bcex TpeOoBaHWH ¥ INPHUHIMIOB OOECICUCHUS OE30IMACHOCTH
nepcoHanbHBIX MaHHBIX B MCIIJIH 1o BceM HampaBieHMsAM 3allUThl B COCTAB
CHCTEMBI 3aIlUTHI JIOJKHEI OBITH BKITIOUSHBI CIIEAYIOIIUE CPECTBRA!

cpenctBa  uAeHTUQuKanuu  (ONMO3HABAHHSA) W ayTeHTU(DUKALUU
(moATBEPKACHHUS IIOATUHHOCTH) HoJb30Bareneit MCITTH;

CPEACTBA DPasrpaHUYCHHUS [TOCTYIla 3aperHCTPHUPOBAHHEIX I10JB30BATENICH
cucteMel K pecypcam HMCII[IH HY3 «Otnenenyeckas GonpHHLIA HA CTAHIKU
HBanoo OAO «PXK]I»;

cpefcTBa obecreveHHs M KOHTPONS LENOCTHOCTH HPOrPaMMHBIX H
WH(POPMALUOHHEIX PECYPCOB;

CPCACTBa OIIEPATUBHOIO KOHTPOJIS M PETUCTPALIUH COOBITHH Ge30IacHOCTH,

KPHUIITOrpa(UIeCcKUe CPEICTBA 3aIUTHl IEPCOHATBHEIX JaHHbIX.

YenemHoe NIpUMEHEHHE TEXHUYECKHX CPENCTB 3allUThl HAa OCHOBAHHU
NPUHIMIIOB (pasnen V) Npelnonaraet, YTO BBINOSHEHHE NepPedrCIEHHBIX HUKe
TpeboBaHul 0becreYeHo OpraHu3alHOHHBIMHE (aIMHHUCTPATUBHBIMHU) MepaMU H
UCTIONB3YEMBIMU QU3UYECKUMHU CPENCTBAMY 3aLUTH:

obecrieueHa GhusuUecKas IeI0CTHOCT BCEX KOMIOHEHTOR NCIIn;

KaXIBIH COTpyAHUK (monpsosarens VICII[IH) wiam rpymma Ionb3oBaTeneit
HMECT YHHMKAJPHOE CHCTEMHOE MM K MHHHMAILHO HEOOXOmuMBlEe IS
BBIITOJTHEHUS UM CBOMX (QYHKIIHOHAIBHEIX 005S3aHHOCTEH ITONHOMOYHS 10 JNOCTYIy
K pecypcaM CUCTEMEI,

B HY3 «Otnenenveckas GonpHMa Ha crammmu Meamoso OAQ «PXK I»
paspaboTKa M OTIafKa MpOrpaMM OCYIIECTBISETCS 3a npenenamu WCITOH, Ha
UCIIBITaTENIbHBIX CTEHIAX;

BCC M3MECHEHHUA KOHQUIypaluuu TeXHHYECKHX M NPOTPAMMHBIX CPECTB
WUCIIlH mpoM3BOAATCA CTPOIO YCTAHOBIEHHBIM ITOPSAKOM (peructpupyrorcs u
KOHTPOJIMPYIOTCS) TOJNBKO Ha OCHOBAHHU DPACIOPSIKEHMIT pykoBopcTsa HY?3
«Otnenenyeckas 6oapHULIA Ha cTannuy MBanoso OAQO «PXK »;

ceTeBoe 00OpyHOBaHUE (KOHIIEHTPATOPEI, KOMMYTATODEL MapIIPyTU3aTOPLI
¥ T.II.) PacIoNaraeTcs B MecTaX, HeTOCTYITHbIX s IIOCTOPOHHUX (CrelUanbHBIX
NOMEIIEeHUX, MKadax, U T.IL.).

cenquanucramu HY3  «Otnenenveckas GompHMIA Ha cramimyu MBaHOBO
OAO «PXI» ocymecTBIsIeTcs HENpephIBHOE YIpaBIeHUE U aIMUHUCTPATHUBHAS
NoIAepKKa (QyHKIIMOHUPOBAHUSA CPENCTB 3aIHUTHL.
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VIL. KOHTPOJIb 9®P®EKTUBHOCTH CUCTEMBI 3AIUTHI UCIIJTH
YYUYPEXAEHU S

KoHTposnb 3hdeKTHBHOCTH CpeICTB 3alIUTEl II€PCOHANBHBIX NAHHBIX
AOJDKEH OCYIIECTBIACTCS Ha  IEpUOAMYECKOH OCHOBe. lLlenbro KOHTpOI
3(Q(QEKTUBHOCTU SBISETCS CBOEBPEMEHHOE BLIABIEHHE HEHAIIEKAIINX PEXUMOB
pabOTHI CPEACTB 3alIUTH! IEPCOHANBHEIX JAHHEIX (OTKIIOYEHHE CPELCTB 3aI[UTHL
HapyIICHHEe PEeXUMOB 3allWThl, HECAHKIMOHMPOBAHHOE W3MEHEHHE pEKHUMa
3aIlUTHI U T.II.), @ TaK IPOTHO3MPOBAHKE U [IPEBEHTUBHOE PEarupOBaHUe HA HOBBIE
YIpO3bl 6€30IIaCHOCTH IIEPCOHANBHBIX JaHHBIX.

KoHTpOms MOXET HpOBOMUTECS KaK aIMUHHCTPATOPAMH Oe30MaCHOCTH
UCIIle  (omepaTvBHBIH  KOHTPONb B mpomecce  HH(GOPMALHOHHOTO
B3aumozericteust B KCII[IH), Takx ¥ mNpuBIEKaeMBIMH JJIsL 3TON  IelH
KOMIICTCHTHBIMA ~ OpPTaHU3allisAMH, HMEIOUIUMH JIHIEH3UI0 Ha 3TOT BUJ
nesarenbHocTH, a Takke DCTIOK Poccum m ®CBH Poccuu B npenenax ux
KOMITETE€HITUH.

KOHTpONIb MOXET OCYIEeCTBIATECS aIMUHICTPATOPOM OE30MACHOCTH KaK C
IIOMOINBIO INTAaTHBIX CPENCTB CUCTEMBI 3amMTBl [IJIH, Tak U C MOMOLILIO
CIIeNMANBHBIX MPOrPAMMHBIX CPEICTB KOHTPOJIS.

Ouenka spdexruBHOCTH Mep 3amuTh! I1J[H IIPOBOAUTCS ¢ UCIIONB30BAHUEM
TCXHUYECKUX U TNPOIPaMMHBIX CPENCTB KOHTPOJS Ha IIpPeAMeT COOTBETCTBUS
YCTaHOBIIEHHBIM TpeOOBaHMIM.
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VIII. C®EPbBI OTBETCTBEHHOCTH 3A BE3OHNACHOCTDH
INEPCOHAJIBHBIX TAHHBIX

OTBeTCTBEHHBIM 3a pPa3pabOTKy Mep W KOHTPOIb Haj obecredeHuem
0e30IacHOCTH  NepCOHANBHBIX  NAaHHBIX  SBIAETCS  pykoBomurens HY3
«Otnenendeckas OoybHUIA Ha cTaHmud MBanoso OAQ «PXI». Pykoomurens
MOXET JeJIETUPOBATh 4YacTh IIOJJHOMOYMH II0 O0OO0ECIeYeHUI0 6e30MacHOCTH
IIEPCOHANIBHBIX HaHHEIX.

Chepa  OTBETCTBEHHOCTH  pYKOBOAMTENS  BKIIOYAET  CIEAYIOL[HE
HalpaBlIeHUs 00ecnedeH s 6e301aCHOCTH IePCOHANBHBIX JaHHbIX

IUIAHUPOBAaHUE M pealu3alys Mep II0 O00eClIeYeHUI0 O0e30MacHOCTU
[IEPCOHAIBHBIX JAaHHEIX;

aHaJM3 yrpo3 0€30MaCHOCTH MIEPCOHAIBLHBIX JAHHBIX;

paspaboTKy, BHEIPEHHE, KOHTPOIb KCIOJNHEHHS U IOIIEPKAHHUE B
aKTyaJbHOM  COCTOSHHMH  IOJUTHK, pPYKOBOACTB, KOHIENILWH, IpPOIEIYD,
perIaMeHTOB, HHCTPYKLIUH U JPYyrUuX OPraHU3allMOHHBIX JOKYMEHTOB [0
obecnedeHno 6e30IacHOCTH;

KOHTPOJIb ~ 3aIIMIIEHHOCTH  WH(OPMALMOHHBIX  CHCTEM OT  yIrpo3
MHGOPMaIOHHOM 6e301aCHOCTH;

o0y4enne u uHGopMUpOBaHue nois3oBateneii UCIIIH, o IOpsiiKEe paboTEI
¢ II/T1 ¥ cpencTBaMu 3al{UTHL;

NIPEAOTBPAICHHUE, BBIABICHNE, PEAarHPOBaHKE U PacCiel0BaHUe HAPYILCHMU
0e30MacHOCTH IIepCOHANBHBIX JaHHEIX.

IIpy B3aUMOIEHCTBHU CO CTOPOHHHUMM OPraHH3AlMAMHU B CIIydYasx, KOTIa
COTPYAHHKAM 3THX OpraHH3allii NPEeNOCTaBISIETCS JOCTYIl K OOBEKTaM 3aIlUThI
(pasmen 3), ¢ STUMHU OpraHU3alUsAME JOMKHO OBITH 3aKiroueHo «Coriamenue o
KOHQUIeHIManpHOCTH», J6o «ComameHue o  coGMIOIeHHH pexuma
6ezonacnoctu IT/IH npu BBIMONHEHHH PaboT B NCIIdu». IToaroToBka THIOBBIX
BAPHAHTOB 3THX CONIAUICHWH OCYIIECTBIAETCA COBMeCTHO ¢ IOpuauueckum
OTAEJIOM.
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IX. MOAEJIb HAPYHIUTEJISI BE3OITACHOCTH

Ilon mapymurtenem B HY3  «Ortnmenenyeckasd OGOJBHHMIIA Ha CTaHIMU
HBanoso OAO «PX]I» moHHMaeTcs JHIO, KOTOPOE B PE3YNBTAaTe YMBIIUIEHHBIX
W HEYMBIIUICHHBIX JEHCTBUH MOXKET HaHECTH yImepO o0beKTaM 3amuTs (pasuen
I11).

Hapymurenu nozapasnensrores o npusHaky npuHaminesxsoctd Kk MCIT .

Bce mapymmurenu nensrcs Ha JBe MPYIIILL:

BHEIIHUE HapyluTeId — (QU3UYECKHEe JIHMIA, HE HUMEIOIHe IpaBa
NpeOBIBAHUsS Ha TEPPUTOPUM KOHTPONHPYeMOW 30HBI, B IpeAenax KOTOPOM
pasmemaercs obopynosanre ICIIIx;

BHYTPEHHHE HapylIUTeNd — (QU3NYECKHe JIMIa, WMEIOIIUE IIPaBo
npeOBIBaHU Ha TEPPUTOPHH KOHTPONMPYEMOM 30HBI, B IIpefeNax KOTODOii
pasMemaercs obopynosanre MCITIH.

Knaccupukauus  Hapymmutenedf npexcrasieHa B Momenu  yrpos
0€30MacHOCTH IePCOHANBHBIX JaHHBIX Kaxnoi MCII/IH.
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X. MOAEJIb YT'PO3 BE3OITACHOCTH

Jid  MHQOPMAIMOHHBIX ~ CHCTEM  IIEPCOHANBHBIX  AgaHHBIX HY3
«Otnenenyeckas OonpHuna Ha cranmuud KMeanoso OAO «PXII» Beuzensiorcs
CIENYIOIKEe OCHOBHBIC KaT€rOPUH yIpo3 0€30IIaCHOCTH IIEPCOHANBHEIX JaHHBIX:

1. Yrpo3sl OT yTe4uku N0 TEXHHYECKHM KaHAJIAM.

2. YTpo3bl HECAHKIHOHHPOBAHHOIO A0CTYNA K HH(OPMALHUH:

YIPO3Bbl YHUYTOXCHUS, XHUIEeHUsA annapatHeix cpencts MICITJH HocuTenei
MHGOPMAIMH ITyTeM QU3UIECKOro nocTymna K snemenTaM MCIIJIH;

YIpO3Bl  XMWIIEGHUS,  HECAaHKUHOHUPOBAHHOH  MOAMGMUKALMU WU
610xupoBaHus HHOOPMALKHU 32 CYET HECAHKIHOHUPOBAHHOTO noctyna (HCI) ¢
IPUMEHCHUEM NIPOrpaMMHO-AIMIAPATHEIX U IPOIPaMMHBIX CPEICTB (B TOM 4YHCIIE
IIPOrpaMMHO-MaTeMaTHYECKUX BO3IEUCTBHI);

YIpO3bl HE IPENHAMEPEHHBIX MACWUCTBHM II0OJB30BaTeNed U HapyleHH
OesomacnocTu dyrkunoruposanus UCIIdua u C3IIJIH B ee cocTase u3-3a c60EB B
IPOrpaMMHOM O0CCIEYEeHHH, a TakkKe OT YIpo3 HEaHTPOIOIeHHOIo (cGoes
almaparypel M3-3a HEHA[SXKHOCTH 3JIEMEHTOB, COOEB OJIEKTPONUTAHUS) U
CTHUXHUHOrO (YAapoB MOJHUH, II0’KapOB, HABOTHEHHI U T.IL.) XapaKkTepa;

YTPO3BI IpeTHAMEPEHHBIX NEHCTBUI BHYTPEHHUX HapyLIUTeNei;

YTPO3Bl HECAaHKIIMOHHUPOBAHHOTO TOCTYIIA [T0 KaHAJIaM CBSI3H.

Ornncanue yrpos, BEpOATHOCTD HX PEalIU3ALMH, OTIACHOCTD U aKTyalbHOCTD
npencraBleHbl B Mogenu yrpos 6e30macHOCTH II€PCOHANBHBIX JAHHBIX KaXKIOH

UCIIz.
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XI. MEXAHHW3M PEAJIN3AIINN KOHIIEIIIIUA

Peamuszanus  KoHmenmuuw  JOMKHA  OCYIIECTBIATHCS HA  OCHOBE
IIEPCIIEKTUBHBIX NPOTPaMM U IINIAHOB, KOTOPBIE COCTABIIAIOTCS HA OCHOBAHUH U BO
UCIIOJHEHHE:

emepanbHBIX  3aKOHOB B 0ONacTH obecredeHHs HHGMOPMALKOHHOM
0€3011aCHOCTH ¥ 3aIUTEl HH(POPMAIIHHL;

noctaHoBneHui [IpasurenscTsa Poccuiickoit @enepanyy;

PYKOBOAAIMMUX, OPraHU3allMOHHO-PACHOPSITUTENBHEIX U  METOAMYECKUX
noxymenToB ®CTOK Poccun;

norpebuocret MCIIJH B cpencTBax obecredeHuss 0e30MacHOCTH
UHbOpMAaIHH.
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XII. O’)KUJAEMBI 3®®EKT OT PEAJIM3ALINY KOHIENIUN

Peanusanus Konnenmuu 6e3onacuoctu ITIu 8 UCIT/IH no3Bonur:

OLEHUTHh cocTosgHue OesomacHocTr wuHMpopManuu VCIIIH, BbISBUTE
HUCTOYHUKH BHYTPEHHHX W BHEIIHHUX YIpo3 HHOOPMAIMOHHONW O0€3011acHOCTH,
ONPENENUTE IMPHOPUTETHBIC HANpPaBIeHUS MPENOTBpAILCHUS, OTPAKEHUS U
'HEHTpaJIU3alliy 3TUX YTPO3;

pa3paboTaTs pacmopsauTensHEIe 1 HOPMaTUBHO-METOIUYECKHE JOKYMEHTEI
npuMeHuTensHo kK UCITIx;

IpoBeCTH Knaccupukanuro u cepruduxanuro UCIIIH;

IIPOBECTH OPraHU3AIMOHHO-PEKUMHEIE M TEXHUYECKHE MEPOIPUSTHS II0
obecneyenuro 6e3omacuoct I[1]a B UCIT/IH;

00eCIeunTh HEOOXOMUMBIN YPOBEHE OE30IIaCHOCTH 0OBEKTOB 3aIUTEL.

OcymiecTBnenre 3THX MepolpusTuii 06ECIEYUT CO3LAHHEe EIUHOI,
[IeIOCTHOX U CKOOPAMHMPOBAHHOHN CHCTEMBI WH(MOPMAIIMOHHON 6e30MacHOCTH
WCII/[TH 1 co3nacT yclnoBHs UL ee JabHENIIero CoBepIICHCTBOBAHS.
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XIII. CIIMCOK HCIIOJB30BAHHBIX HCTOYHUKOB

OCHOBHBIMYM HOPMATHBHO-IPAaBOBEIMU U METOIUYECKUMHE JOKYMEHTAMH, Ha
KOTOPBIX 6azupyercs HacTosiee [lonoxeHne SIBISIFOTCS :

Qenepanpapii 3akoH oT 27.07.06 roma Ne 152-®3 «O [I€PCOHATBHBIX
AHHBIX)», yCTaHABIUBAIOIIUN OCHOBHEIE NIPUHIUIBI U YCIoBUs 00paboTku I1)1H,
npaBa, 00A3aHHOCTU U OTBETCTBEHHOCTH yYACTHHMKOB OTHOIUCHHM, CBA3AHHBIX C
obpabotkoii IT/TH.

«Ilomoxxenre 06 obecredeHHH GE30MACHOCTH NEPCOHANBHBIX TAHHBIX npu
uX 00paGoTKe B WH(OPMALMOHHBIX CHCTEMAaX IIEPCOHAIBHBIX JAHHBIXY,
yrBepxxaenHoe Ilocranosnennem [pasutensctsa PO ot 17.11.2007 . Ne 781.

«Ilopsimox  mpoBsemeHHs — KiIacCHGUKANME HHOOPMALMOHHBIX —CHCTEM
NEPCOHATBHBIX NAHHBIX», YTBEPKAEHHBIM COBMECTHbIM Ilpukazom @OCTIK
Poccnu Ne 55, ©CB Poccuu Ne 86 u Munurdopmcesszi PO Ne 20 ot 13.02.2008 1

«ITomoxerre 06 0COGEHHOCTAX OOPaGOTKH MEPCOHANBHBIX NAHHBIX,
OCYIIECTBIIAEMOH 06€3 HCIIONB30BAHUSA CPENCTB aBTOMATH3AINNY, YTBEPKIEHHOE
IMocranosnenuem IlpaButenscrea PO ot 15.09.2008 . Ne 687.

«TpeboBaHus K  MarepHagbHBIM  HOCHUTENAM OroMeTpuYeCcKuX
[ICPCOHANBPHEIX JAaHHBIX M TEXHOJNOTHSM XpaHEHUsS TaKUX MJAHHLIX BHE
MHQOPMAIMOHHEIX ~ CHCTEM  MEPCOHANBHBIX  JAHHBIXY, YTBEPXKJICHHEIE
IMocranosnenuem Ipasurenscrea PO ot 06.07.2008 . Ne 512.

HopmaruBHO-MeTonudeckue HoKyMeHTH DemepabHOLN CIYyXOBI 11O
TeXHIIECKOMY W OKCIEPTHOMY KoHTpomo Poccuiickoit ®enepanum (nanee -
OCTOK Poccun) no obecredennio GezomacHoctr I1J1H npu uUx obpaboTke B
HUCIIH:

«ITonmoxxenwe 0 MeTOoJax M cmocobax 3almuThl WHPOPMALUH B
MH()OPMAIIMOHHEBIX CHCTEMAaX MEPCOHANBHBIX JAHHBIX, YTBEPXKIEHHOE [TPUKA30M
nupexropa @CTOK ot 05.02.2010 . Ne 58.

~ basoBas mozmens yrpos 6e3omacHOCTH IepCOHANBHBIX NAHHBIX opH uX
00paboTke B MHGOPMAIMOHHBIX CHCTEMAX IIEPCOHAIBHBIX JAHHBIX, yIB. 3am.
nupekropa ®CTIK Poccun 15.02.08 . (JICIT).

Meronuka onpeneneHust aKTyalbHBIX yIpo3 Ge30MacHOCTH [IEPCOHAIBHBIX
JAHHBIX TpH HMX 00paboTke B WMH(M)OPMALUOHHBIX CHCTEMAX [IEPCOHAITLHEBIX
JaHHBIX, yTB. 3aM. rupekropa ®CTOK Pocenn 15.02.08 . (JICII).

OTBeTCTBEHHBIN 3a OpraHu3anuio 1 obecrieuenue Oe3omacHOCTH

NepCOHANBHBIX NaHHBIX B HY3 «Otnenenueckas 6onpHULA Ha cTannmuy VIBaHOBO
OAO «PX]T»

‘Q/L/M//%/ /XapbkoBa A.B./
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